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June 25, 2020

County 
Election 
Security 
Subgrant 
Program

INTRODUCTIONS

•Meagan Wolfe, Administrator

• Richard Rydecki, Assistant Administrator

• Robert Kehoe, Technology Director
• Sharrie Hauge, Chief Administrative Officer

• Julia Billingham, Senior Accountant

• Tony Bridges, Security Lead
•Michelle Hawley, Training Officer
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AGENDA

• Background
•Overview
• Baseline Requirements

• Application Process
• Important Dates

•Questions

BACKGROUND
• In September 2019, subgrant was approved 
previously for municipalities (up to $1,200)

• County Election Security Subgrant approved 
by WEC Commissioners at the                            
June 10, 2020 meeting

• Additional Help America Vote Act funds

• Allocation specifically intended to improve 
overall election security posture
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OVERVIEW

• Commission authorized $3.9 million for 
Counties

• Improvement of overall election security 
posture 

OVERVIEW
•Maximum allocation

• Base amount ‐ $35,000 per county, plus

• $0.30 per person, based on the 2019 
voting‐age population*

(*DOA Wisconsin Demographics Service Center)

https://doa.wi.gov/Pages/LocalGovtsGrants/Demographic_
Services.aspx

• Baseline Program Requirements
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BASELINE REQUIREMENTS

1) Secure Encrypted Website (HTTPS)

• To be eligible to receive subgrant funds, a 
county’s website on which unofficial 
elections results are posted, must use HTTPS 
protocols.

• If not currently in place, counties will use this 
subgrant to implement (include in plan).

BASELINE REQUIREMENTS

2) Secure Email Host

• To be eligible to receive subgrant funds, a 
county must use email services that support 
DMARC (Domain‐based Message 
Authentication, Reporting, and Conformance) 
and use current transport‐layer security (TLS) 
cryptographic protocols.

• If not currently in place, counties will use this 
subgrant to implement (include in plan).
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BASELINE REQUIREMENT
3) Deliberate Security Risk Assessment

• To be eligible to receive subgrant funds, a county 
must conduct a deliberate risk assessment (or have 
completed one in last 12 months) of overall security 
posture to identify areas of need that subgrant 
could help fund.

• Self assessments allowed – process must be 
documented (Commission staff can help, if needed).

• If not currently in place, counties will use this 
subgrant to implement (include in plan).

POTENTIAL USE OF FUNDS
• IT Support Services
•Hardware or Software Upgrades
• Intrusion Detection Systems

•Data Back‐up Systems

•Cyber Insurance
•Physical Security Improvements

•Mail Processing Equipment

• Staff Security Training
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APPLICATION PROCESS

1) Application

2) Commission Review

3) Funding Approval

APPLICATION PROCESS

1) Application

• Submit completed and signed County 
Election Security Subgrant Agreement

• Certification related to baseline security 
protocols (w/narrative – how will you 
meet baseline, if applicable)
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APPLICATION PROCESS

1) Application (cont.)

• Narrative and/or plan specifying 2020 
election security needs detailing proposed 
use of requested funds

• Also include details identified by security 
assessment that could be funded by 
subgrant

APPLICATION PROCESS

2) Commission Review

Commission staff will prepare a request 
summary for the Commissioners and 
recommend approval or denial
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APPLICATION PROCESS

3) Funding Approval

Upon approval, Commission staff will issue a 
notice of subgrant award and the funds to 
be used to implement the plan submitted 
by the county

COMPLIANCE 
MONITORING, 

CERTIFICATION, 
DOCUMENTATION, 

& AUDIT

SUBGRANT COMPLIANCE FORM

• Report on use of funds

• Reporting of total expenditures related 
to subgrant incurred through December 
31, 2020

• Submission deadline:  February 1, 2021

• Reasonable extensions of time to may 
be submitted for review (in writing)

• Unused funds must be returned by 
February 15, 2021
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COMPLIANCE 
MONITORING, 

CERTIFICATION, 
DOCUMENTATION, 

& AUDIT

CERTIFICATION

By way of the Subgrant Compliance Form, 
counties will certify that:

• Information provided is true and correct

• Complies with all terms of the agreement 
and the plan submitted for approval

• Followed all applicable federal and state 
laws

• Return unused funds by February 15, 
2021

COMPLIANCE 
MONITORING, 

CERTIFICATION, 
DOCUMENTATION, 

& AUDIT

DOCUMENTATION / AUDIT

• Must maintain all documentation of 
purchases made with subgrant funds for a 
minimum of 10 years 

• Create and maintain an inventory of all 
items purchased for purposes of any state 
or federal audit

• Provide copies of purchasing 
documentation with submission of 
compliance form

• Subgrant funds are subject to audit by the 
Commission and/or federal government 
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IMPORTANT DATES

Not later than July 1, 2020 Subgrant Application Period Opens

July 15, 2020 Deadline to Submit Applications

Not later than July 31, 2020 Commission Approves or Denies Request

February 1, 2021 Compliance Reports Due to the Commission

February 15, 2021 Deadline to Returned Unused Funds

Questions?
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