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STATE OF WISCONSIN 
 BEFORE THE WISCONSIN ELECTIONS COMMISSION 

 
 

COMPLAINT OF: 
 
PETER M. BERNEGGER 
1806 Brynnwood Trace 
New London, Wisconsin 54961 
     Complainant, 
 
AGAINST 
 
Robert Kehoe 
Deputy Administrator 
Wisconsin Elections Commission 
201 W. Washington Avenue 
2nd Floor 
Madison, Wisconsin 53703 
     Respondent. 
 
 

COMPLAINT 
AND REQUEST FOR 

EMERGENCY ORDER 
 
 
I, as the above-named complainant, allege, upon information and belief, that probable cause 
exists to believe that Respondent Robert Kehoe, Deputy Administrator of the Wisconsin 
Elections Commission (“WEC”) has issued unlawful guidance to certain Wisconsin county and 
municipal clerks that creates a serious cybersecurity risk and has the potential to allow nefarious 
actors to manipulate the outcome of the November 8th election. Wis Stat 5.06. Mr. Kehoe is an 
election official. He violated the administration of elections by issuing guidance to multitudes of 
clerks across the state. Upon issuing the guidance, and holding a meeting with the clerks to 
further his guidance, he violated the conduct of elections contrary to the law. The Waukesha 
County Circuit Court ruled just two months ago WEC staff is barred from issuing guidance to 
clerks. The Wisconsin Supreme Court case of Tiegen v WEC ruled the same. Mr. Kehoe is a staff 
member, not the Commission. His email, then follow-up online meeting with the clerks the next 
business day, violated those court rulings. Modems have never been approved for use in 
Wisconsin. 
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FACTS 
 

1. At 1:55 PM on Friday October 28, 2022, twelve days before the November 8th election, 
Mr. Kehoe sent an inaccurate and misleading email to 27 county clerks across Wisconsin 
giving guidance to county clerks for the purpose of hindering and restricting the public 
from obtaining public election materials from local election officials via legal open 
records requests. The WEC board did not first hold a hearing, nor did they vote to 
approve this guidance before it was sent by Mr. Kehoe to these clerks. See Kehoe Email; 
Exhibit A. 
 

2. Municipal clerks were required to start testing election equipment on October 29th under 
Wis. Stat. § 5.84(1) so Mr. Kehoe’s email was specifically timed to advise clerks not to 
cooperate in public open records requests seeking the transmission logs generated by 
tabulator machines during these public system tests. The log tapes are public records per 
Wis. Stats. 19.36(4). After the tests are complete, the machines are sealed and cannot be 
accessed until they are turned on again on election day so the public cannot now see 
transmission logs before the election begins on November 8th. 
 

3. Mr. Kehoe’s email was sent in reaction to public information derived from the open 
records investigation of data logs generated from a tabulator in Winnebago County. 
These logs clearly show the tabulators in question regularly connect to unsecured, 
unauthorized internet IP addresses which is in clear violation of the WEC certification of 
those tabulators. 
 

4. WEC staff prepared a memorandum dated June 2, 2021 (“Staff Memo”) in which it 
researched the system security of the proposed software upgrade to the Dominion Voting 
Systems (DVS) Democracy Suite 5.5-C and 5.5-CS voting systems currently used in 
Wisconsin. See Staff Memo in Exhibit B. The Board relied upon this report to cast a vote 
in approving this voting equipment. 
 

5. In the Staff Memo, the staff makes it clear that the Democracy Suite 5.5-CS is the 
configuration designed to allow for the secure modeming of election results from the 
tabulator to the election management system (EMS) in the county clerk’s office. Page 9; 
Staff Memo in Exhibit B. 
 

6. The Democracy Suite 5.5-CS uses a bundled Verizon virtual private network (VPN) 
service consisting of a Verizon wireless cellular modem that communicates election data 
from the tabulator to the Verizon Secure File Transfer Protocol (SFTP) server in “the 
cloud” where the data is encrypted and then sent to the ImageCast Listener server which 
is part of the EMS located in the county clerk’s office. This configuration assures the data 
generated by the tabulator is encrypted and transmitted securely via cell tower to the 
SFTP server and from there to the Listener server. This is the only data transmission path 
certified by the WEC for transmitting election data between the tabulator and the EMS. 
At no time is election data EVER supposed to be sent by the tabulator over an unsecured 
IP address through any network. See page 9. Staff Memo, in Exhibit B. 
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7. According to the 61-page Staff Memo, at no time during the transmission of tabulator 
data does the data come into contact with the internet. The data travels through the 
Verizon wireless VPN system which is designed as a cellular network system specifically 
to shield data from internet access where it could be intercepted or corrupted, according 
to the Staff Memo. The tabulator transmits data through this secure cell network directly 
to the county clerk via this totally secure VPN network. In Exhibit B. Verizon Wireless 
VPN System.  

 
8. According to the Staff Memo, The Democracy Suite 5.5-CS system may only transfer 

data from the tabulator to the county clerk via the Verizon VPN network. The Staff 
Memo does not discuss or analyze the transfer of data through any other internet portal, 
or network, whatsoever. The tabulators are not authorized to connect to ANY internet IP 
address or server for any reason. 
 

9. The Complainant made oral public records requests to county clerks and municipal 
clerks. Fond du Lac County provided an invoice for Data Services for wireless modems 
connected to the tabulators. See in Exhibit B. The invoice fails to state who the 
communications carrier is; fails to state if Verizon or Wiscnet is part of the transmissions. 
It has now been learned Racine County also transmits election results per a contract with 
Command Central, LLC. A private for-profit company unrelated to Verizon.  
 

10. The Complainant made oral public records request to municipal clerks in Winnebago 
County to examine the transaction log of a tabulator in that jurisdiction. Log tapes were 
provided and it was discovered that the tabulator log tapes had four IP addresses on them. 
These included log tapes from the Nov.3rd, 2020 election. An election in 2021 and the 
August 9, 2022 primary. Remarkably, the county clerk receives the data through the 
WEC approved  VPN and that IP address of Verizon is not seen on the tabulator tape. It 
is a breach of EMS security to have the tabulator transmit data through the internet. The 
tapes show the IP addresses, at least two of them, went to or through the WiscNet 
network. See Exhibit B; Affidavit of Parikh. He introduces as evidence the Verizon page 
explaining how VPN’s work: 

             https://www.verizon.com/articles/how-to-install-and-use-a-vpn/ 
 

11. The Staff Memo makes it clear that the tabulators for use in Wisconsin can ONLY 
transmit secure, encrypted election data through the Verizon wireless VPN system or an 
analog modem to the Verizon SFTP and then to the Listening server at the county clerk’s 
office where “a firewall provides a buffer between the network segment, where the 
election server is located,” and “other internal networks which utilize separate servers.” 
Page 9; Staff Memo in Exhibit B. However, this is in direct conflict with WEC not 
approving the use of modems.  
 

12. As such, any and all data transmission from the tabulator directly to any IP address 
controlled by the county is unauthorized. The tabulator is unlawfully transmitting election 
data to an unknown third party or parties over unauthorized IP addresses. Two of the 
discovered IP addresses are those of Wiscnet. Whose office is located in Madison, WI. 
The tabulators are not designed to transmit election data over any IP network. Data 
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transmissions are restricted to the Verizon wireless modem or the analog modem 
connected to the Verizon VPN. Again, WEC however has never approved of the use of 
any modem. WEC has created its own directly conflicting decisions.  
 

13. The transmission of data through a wireless modem is, in itself, a security risk and that is 
why the Federal certification authorities have not certified the use of wireless modems in 
electronic voting systems. Meagan Wolfe wrote, “The modeming components of 
Democracy Suite 5.5-CS do not meet federal certification standards.” June 2nd, 2021 
report to the Board, p2. WEC is allowed by statute to approve electronic voting systems 
or components thereof that are not certified by federal certification authorities, but WEC 
did not certify modems. They thus take the risk of certifying an unsecure system.  
 

14. The use of wireless modems, analog modems and direct IP connections introduces the 
likelihood of two-way communication with the tabulator and, by extension, the EMS in 
the county clerk’s office. Not only can election data be transmitted across unauthorized 
two-way networks but malware and other code can be downloaded into the tabulator and 
then sealed until election day. There is no way to tell at this date whether the tabulators 
now have malicious code installed that would allow for the transmission of election 
results to unauthorized third parties or even to manipulate the tabulator calculations. See 
Exhibit C; Declaration of Clay Parikh. 
 

15. WEC has a duty to certify only electronic voting systems that are “suitably designed for 
the purpose used, of durable construction, and is usable safely, securely, efficiently and 
accurately in the conduct of elections and counting of ballots.” Emphasis added. Wis. 
Stat. §5.91 (10). It is obvious from the discovery of IP addresses on this tabulator that the 
electronic voting system certified by WEC does not meet the statutory requirement of 
“securely” as is required in statute. 
 

16. The tabulator is not authorized to transmit election data first to an IP address and then to 
the Verizon VPN system, as that configuration would defeat the purpose of the VPN at 
the point of communication with the IP address. It was analyzed, discussed and 
contemplated in the Staff Memo that the Verizon VPN system was a cellular-based, end-
to-end secured network for transmission of election data. 
 

17. When the WEC commission approved the use of the Democracy Suite 5.5-CS system, it 
approved the list of components of that system in Appendix A of the staff memo. 
Conspicuously missing from the list of approved equipment is any mention of any 
cellular modem and specifically, the Verizon modem/VPN used across the state of 
Wisconsin. As such, no modems have been authorized for use by the WEC and no 
modeming of election data should be allowed until WEC addresses this deficiency in its 
certification order. See: in Exhibit B Staff Memo, Appendix A. Furthermore, there is no 
mention of the use of Wiscnet IP addresses in any capacity at all. Id.  
 

18. Page 25, paragraph 11 of the staff Memo states: “As part of this WEC certification, only 
equipment included in this certificate can be used together to conduct an election in 
Wisconsin. Previous system versions that were approved for use by the WEC, former 



 

5 
 

Elections Board, or the former G.A.B. are not compatible with Democracy Suite 5.5-C 
and 5.5-CS and are not to be used in conjunction with the equipment components of 
Democracy Suite 5.5-C and 5.5-CS as submitted for approval. If a jurisdiction upgrades 
to Democracy Suite 5.5-C and 5.5-CS it needs to upgrade each and every component of 
the voting system to the requirements of what is approved herein.” Emphasis added. The 
Verizon modems used by tabulators in Wisconsin are not approved for use by the WEC 
because they are not listed in the approved equipment list set forth in Appendix A of the 
Staff Memo. Modems approved for use under earlier versions of the Democracy Suite 
product may not be carried forward and used. Wis. Stats. 5.91(10) does not permit the use 
of modems in our elections. WEC should address this defect immediately. In Exhibit B; 
Staff Memo; page 25 

 
19. In his October 28, 2020 email, Mr. Kehoe admits that “… Election observers may argue, 

fairly, that log tapes are public records and should be available to the public.”  but then 
makes a number of inaccurate claims and statements that are not only disrespectful to the 
public but are designed to mislead and misdirect county and municipal clerks into 
withholding public records. Mr. Kehoe also schedules a “meeting” with these same clerks 
to further discuss the inaccurate allegations he published in his illegal guidance. The 
WEC Board did not hold a hearing or vote to approve the guidance Kehoe gave to the 
clerks at this online meeting just four days ago. All of this leads to wrongful denial of 
access to critical election-related public records during the only time these logs can be 
seen by the public before the election. See Exhibit A. Kehoe violated the law by 
providing guidance in the email, then also during an online meeting the next business 
day. Id.  
 

20. Mr. Kehoe states “Someone recently published photographs of municipal tabulator tapes 
printed during a public test. When conspiracy theorists looked up the address, they 
discovered that it belonged to WiscNet, the county’s network service provider.”  While 
WiscNet may be the county’s internet service provider, WiscNet is only a network 
service available for general county purposes. The county clerk’s EMS is connected to a 
firewalled or separate internet service connected to the VPN and that IP address would 
not be seen through the VPN at the tabulator. Labeling any member of the public who is 
earnestly, ethically and legally investigating alleged election fraud is disrespectful to the 
public and shows bureaucratic arrogance that is unbecoming of a public SERVANT.  
 

21. Mr. Kehoe wants the clerks to believe the county’s general internet service IP address can 
be seen by the tabulator when, in fact, it cannot be seen… unless it is unlawfully 
connected. In any event, the tabulator cannot see the clerk’s EMS connection because it is 
hidden through the VPN. The tabulator is not certified to transmit election data directly to 
any county network outside of the firewalled network connected to the listening server on 
the clerk’s EMS. If the tabulator is connected to the county network through the Verizon 
VPN, it is a massive security breach and should be investigated immediately before the 
November 8th election. See: Exhibit A. 
 

22. The WEC did not certify the transmission of election data across ANY IP address or 
network so the tabulator should not be communication with anyone on the WiscNet 
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network. The tabulator was designed and approved to transmit election data across a 
Verizon cellular VPN which does not connect to any IP address. The only person 
authorized to receive election data transmitted from tabulators is the county clerk and that 
transmission mut occur within the Verizon VPN system to assure the integrity of the 
election data. County clerks cannot receive election data into their EMS through any 
other path than the Verizon VPN and the listening server in their office. 
 

23. Mr. Kehoe, before becoming the Deputy Administrator, was the chief technology officer 
of WEC. While he did not draft the Staff Memo, he has apparently not read it either 
because if he had, he would have immediately become suspicious when a tabulator was 
communicating with ANY IP address or network at all. While the tabulators using 
modems are not technically authorized by the WEC for use in Wisconsin because of the 
omission of the modem component from the Appendix A list of components, the 
tabulators in use in Wisconsin are not certified to connect to any data transmission path 
other than the Verizon VPN. They work through the Verizon VPN server which then 
transmits the encrypted data directly to clerks over an internet connection that cannot be 
seen by the tabulator. That’s how VPN systems work. Any IP address discovered on a 
tabulator is not connected to the Verizon VPN or the clerk’s well-protected EMS. 
 

24. Mr. Kehoe realized that Winnebago County used WiscNet as its internet provider and 
somehow concluded that because the tabulator was communicating with an unknown 
third party over an unauthorized IP address on that network, the tabulator was 
communicating with the county. He is very wrong. The county network is separated by 
firewall from the EMS system in the clerks office. See Staff Memo. Page 9. No election 
results are ever transmitted directly from a tabulator through an unsecure and 
unauthorized county network to the county clerk. The system is simply not designed to 
work that way. Data travels from the tabulator through the Verizon VPN where it 
encrypted and sent to the lister server in the county clerk’s office behind a firewall. 
Certainly, chief technology officer and Deputy Administrator Mr. Kehoe should have 
instantly recognized this fact and called for an investigation of the tabulator. 
 

25. Rather than investigate the unauthorized transfer of election data across an unsecure IP 
address provided, coincidentally, by the same company that provides network service to 
Winnebago County, Mr. Kehoe take the opportunity to share his biased opinion with 
Constitutional officers in 27 jurisdictions who are trying to prepare for a very important 
state-wide election. Mr. Kehoe distracts their election preparation efforts by 
characterizing legitimate, concerned, taxpaying Wisconsin citizens as “conspiracy 
theorists.” His allegations have resulted in county clerks contacting municipal clerks and 
telling them not to share legitimate public records with the public, in violation of the 
public’s right to inspect election-related materials during the critical public testing 
window. In effect, he shut down public inspection of the tabulator connectivity paths just 
before the election. His actions prohibited the likely discovery of multiple tabulators what 
are somehow illegally connected to the internet via unauthorized IP addresses. Exhibit A. 
 

26. Mr. Kehoe then makes the statement that the publication of any unauthorized IP address 
or network discovered on any tabulator “heightens the risk that others may target the 
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address for cyberattacks.” This statement was intended to scare the clerks into believing 
that somehow an unauthorized IP address discovered on a tabulator in a remote municipal 
location would somehow lead to a cyber-attack on the county’s general network. He does 
not ask why the county’s general, and publicly known network IP address is found on the 
tabulator or request an investigation into why tabulators designed to operate only via a 
Verizon VPN network has any IP address transmitting any data anywhere. Mr. Kehoe’s 
comment to the clerks was meant solely to distract them form preparing for the election, 
scare them into believing their county system will be hacked and then to deny the public 
the right to see if tabulators are, in fact, connected to any other unauthorized 
communications path. He again ignores the fact modems are not permitted by Wis. Stats. 
5.91(10). 
 

27. Mr. Kehoe then makes the extraordinarily naive statement “while there is effectively no 
possibility that the results could be altered, there is some risk that transmissions could be 
blocked by a relatively simple and easy to execute denial of service attack.” Mr. Kehoe, 
as chief technology officer of WEC should know that the tabulator data is transmitted via 
wireless Verizon cell modem to the Verizon SFTP server in encrypted form where it is 
then sent from the VERIZON SFTP server to the firewalled listening server in the clerk’s 
office. The tabulator cannot be attacked by a “denial of service” attack because it is not 
connected to the internet, at least according to WEC. And, no IP addresses should be 
found on the tabulator at all. There can be no “denial of service attack” against the EMS  
because nefarious actors would have to hack attack the Verizon VPN server and the 
connected listening sever which is invisible to the tabulator to get to the EMS. None of 
this is possible if the tabulator is not connected to the internet.  

 
28. Mr. Kehoe than makes the incredible statement that “this could render the EMS unable to 

receive transmissions on election night.” Mr. Kehoe, had he read the Staff Memo, would 
realize that election data generated by tabulators using the Democracy Suite 5.5-CS 
software can only transmit that data through the Verizon wireless VPN network which is 
NOT connected to any IP address because its cellular and is transmitted directly to the 
SFTP server and then transmitted in encrypted form to the listening server at the clerks 
office. In order to block the transfer of that data to the clerk, a nefarious actor would have 
to hack into the Verizon VPN, discover the secure and secret IP address of the listening 
server, penetrate the listening server and somehow block that transmission. That… is 
impossible. As the tabulators are not connected to the internet, they cannot be stopped 
from transmitting results through the Verizon VPN to the EMS in the clerk’s office.  

 
29. Mr. Kehoe then instructs the county clerks, constitutional officers charged with 

conducting a county board of canvass and certifying election results according to statute,  
that “only unofficial results are provided on election night.” Clerks are not fools. Clerks 
are well aware that ALL election results are “unofficial” until such time as the county 
board of canvass, which they chair, certifies the election results within 10 days after the 
election. At that point in time, election results become official. Mr. Kehoe is implying 
that, even if election results are hacked or manipulated or compromised, its ok, because 
they are only “unofficial.”  
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30. Mr. Kehoe then warns the clerks that “publicly disclosing the EMS IP address increases 
the risk that the address will be subject to cyber-attacks.” The IP address to the EMS is 
known only within the Verizon VPN and cannot be seen by anyone unless they have 
somehow hacked into the Verizon VPN itself. And, there should be no IP addresses in the 
tabulators as they are not approved by WEC to communicate with any unauthorized 
person across any unauthorized network. The tabulators are expected to communicate 
with the clerks ONLY through the very secure Verizon VPN and NEVER directly 
through the county internet IP. 
 

31. If county clerks are connecting their EMS systems to IP addresses visible on the internet, 
they are taking massive security risk and those addresses would not be seen by the 
tabulator - unless the tabulator was programmed to communicate directly with the clerks 
via an unsecured path, rather than the Verizon VPN. One wonders why that would be the 
case and why the need for a Verizon VPN if the modem just skips the VPN and 
communicates directly with the clerk’s EMS through an unsecured IP address. It is 
disheartening that Mr. Kehoe fails to see the irony in his warning to the clerks. Are the 
modems transmitting data through the VPN as the system was designed and certified to 
operate and then also transmitting data to unauthorized IP addresses to unknown persons? 
Or, is there a second modem inside the machine that is transmitting data across the  
WiscNet network to unauthorized and unknown recipients? Mr, Kehoe should be 
investigating those possibilities rather than misleading clerks and ridiculing the public. 
 

32. Tabulators are scattered throughout a county in multiple municipal jurisdictions. 
Tabulators are located in churches, public facilities, and schools. While schools and other 
public places may be WiscNet customers, there is no possible justification for tabulators 
to be connected to private networks operated by churches, schools, and other private 
places. So… how would a county IP address end up on a tabulator in a municipality far 
from the county facilities and network?  There should be no connectivity between 
tabulators and church networks, non-profit networks or school networks at all. Are there 
municipal clerks transmitting on these networks? If yes, how many? What networks? 
Why would a tabulator designed and approved by WEC to transmit data to the Verizon 
VPN have to be connected to the internet at all? Verizon does not, and cannot, use a 
public IP address to receive data into its VPN. If it does, the system is simply unsecure 
and subject to hacking. 
 

33. Mr. Kehoe then finishes with a recommendation to “consult with legal counsel regarding 
the sensitivity of this data and whether you wish to release it.” This, of course, scares the 
clerks in to thinking they may have a legal problem and leads to clerks advising 
municipal clerks not to share tabulator transmission logs with the public so as not to 
disclose unauthorized and illegal IP addresses discovered on tabulators. Investigators 
have experienced this result in multiple municipal locations since Mr. Kehoe published 
his email. 
 

34. Modems have not been certified or approved for use in our elections by anyone – at all. If 
these uncertified modems are plugged into (or turned on if internal) a tabulator it 
immediately makes the entire tabulator uncertified.  
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 PRAYER FOR RELIEF 
 

35. WHEREFORE, Complainant respectfully requests the Wisconsin Elections Commission 
order the following relief: 

 
a. The WEC should issue an immediate emergency order prohibiting the use of any 

cellular modem transmission of election results in Wisconsin until such time as it 
can re-certify the safety and security of modeming devices used in Wisconsin; 
 

b. Issue an immediate emergency order directing all county and municipal clerks to 
generate and publish transmission logs from all tabulators transmitting election 
data both before ballots are accepted into the machines on election day and then 
again after the polls are closed to assure the public that tabulators are not 
transmitting election data over any unauthorized data path to any unauthorized 
third party over any unauthorized data network. 

 
c. The WEC should order Mr. Kehoe’s email to county clerks be revoked as 

guidance illegally issued by staff but not approved by the WEC Commission; 
 

d. Take such disciplinary action against Mr. Kehoe as warranted in light of his 
issuing unauthorized guidance to 27 county clerks who have been distracted and 
misinformed by his communication and who now have interfered with the 
public’s right to access public records; 

 
e. Take such disciplinary action against Mr. Kehoe as warranted in light of his 

apparent gross misunderstanding of the technology currently approved by WEC 
and used in 27 counties in Wisconsin;  

 
f. Investigate why the Commission approved the Democracy Suite 5.5-CS system 

components but failed to approve the use of the necessary Verizon cellular 
modem component which was excluded from the component list approved 
devices set forth in Appendix A of the Staff Memo. 

 
g. Announce to the public how many municipalities in our state are transmitting the 

unofficial election results on election nights using the Wiscnet network. 
Announce to the public when did WEC first know Wiscnet was part of our 
elections. Announce to the public if Verizon contracts with Wiscnet. If yes, state 
in detail why this is the case. 

 
h. For Kehoe to fully explain why WEC staff agreed in the first place to recommend 

entrusting our election results to the same for-profit companies – Dominion which 
is owned by State Street Capital Hedge Fund and Command Central a private 
nonprofit – who count the votes.   
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i. To fully disclose to the public why Command Central, LLC, an agent for 
Dominion, is providing Data Services to transmit election results on election 
nights in our state. To disclose which carrier(s) they are using.  

 
 

j. Issue an immediate emergency order granting any other relief it deems proper, 
necessary, or just, consistent with the law and under the circumstances of this 
case. 

 
 

Dated November 4, 2022 
 
        _______/s/_____________________ 
        Peter M. Bernegger 
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           EXHIBIT A 
 
From: Kehoe, Robert Y - ELECTIONS <robert.kehoe@wisconsin.gov> 
Sent: Friday, October 28, 2022 1:55 PM 
To: patrick.moynihan@browncountywi.gov <patrick.moynihan@browncountywi.gov>; 
Beth Hauser 
<Beth.Hauser@calumetcounty.org>; sue.moll@columbiacountywi.gov <sue.moll@colu
mbiacountywi.gov>; kgibson@co.dodge.wi.us <kgibson@co.dodge.wi.us>; McDonell, 
Scott <McDonell@countyofdane.com>; jlau@co.door.wi.us <jlau@co.door.wi.us>; 
Sandvick, Sue 
<Sue.Sandvick@douglascountywi.org>; sue.mcdonald@eauclairecounty.gov <sue.mcd
onald@eauclairecounty.gov>; lisa.freiberg@fdlco.wi.gov <lisa.freiberg@fdlco.wi.gov>; 
Arianna Voegeli 
<avoegeli@greencountywi.org>; audreyM@jeffersoncountywi.gov <audreyM@jefferson
countywi.gov>; regi.waligora@kenoshacounty.org <regi.waligora@kenoshacounty.org>; 
Dankmeyer, Ginny 
<gdankmeyer@lacrossecounty.org>; jessicabackus@co.manitowoc.wi.us <jessicaback
us@co.manitowoc.wi.us>; Kim Trueblood <Kim.Trueblood@co.marathon.wi.us>; 
Hawley, Michelle 
<Michelle.Hawley@milwaukeecountywi.gov>; Jeffrey.King@outagamie.org <Jeffrey.Kin
g@outagamie.org>; JWINKELHORST@CO.OZAUKEE.WI.US <JWINKELHORST@CO
.OZAUKEE.WI.US>; Wendy.Christensen@racinecounty.com <Wendy.Christensen@rac
inecounty.com>; Lisa Tollefson <Lisa.Tollefson@co.rock.wi.us>; Becky Evert 
<becky.evert@saukcountywi.gov>; christine.hines@sccwi.gov <christine.hines@sccwi.
gov>; spike@co.walworth.wi.us <spike@co.walworth.wi.us>; ashley.reichert@co.washi
ngton.wi.us <ashley.reichert@co.washington.wi.us>; Wartman, Meg 
<mwartman@waukeshacounty.gov>; Ertmer, Sue 
<sertmer@co.winnebago.wi.us>; tminer@co.wood.wi.us <tminer@co.wood.wi.us> 
Cc: Wolfe, Meagan - ELECTIONS <Meagan.Wolfe@wisconsin.gov>; Vetterkind, Riley - 
ELECTIONS <riley.vetterkind@wisconsin.gov> 
Subject: Election Security Notice for Counties 
  

CAUTION: This email originated from outside of Milwaukee County. Use the Phish Alert 
Report button to have IMSD review this message if you think it is suspicious. 

  
Good afternoon County Clerks, 
  
We wanted to alert you to an emerging concern so that you are familiar with the issue.  We are 
scheduling a meeting on Monday to discuss this matter further and will send you an invitation soon. 
  
BACKGROUND: 
  
Someone recently published photographs of municipal tabulator log tapes printed during a public 
test.  These tapes disclosed the IP address of the county EMS (picture below my signature block).  When 
conspiracy theorists looked up the address, they discovered that it belonged to WiscNet, the county’s 
network service provider.  This then resulted in a narrative that WiscNet is a mysterious organization 
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“receiving” election results and involved in election fraud.  Employees of WiscNet then started receiving 
angry and harassing messages from across the country.  Of course, WiscNet has no ability to read 
encrypted transmissions going to their customers. 
  
More critically to counties, the publication of this IP address also heightens the risk that others may 
target the address for cyberattacks.  Compounding the risk, many people believe the IP address is 
associated with election fraud, so it is a “fair” target.  While there is effectively no possibility that results 
could be altered, there is some risk that transmissions could be blocked by a relatively simple and easy-
to-execute denial of service attack.  This could render the EMS unable to receive transmissions on 
election night.    
  
MITIGATION: 
  
Wisconsin is already well positioned to mitigate to this risk, because county networks are generally 
robust and there are several options available for results reporting.  Furthermore, as you all know, only 
unofficial results are provided on election night.  That said, we recommend all counties and 
municipalities review their back up plans for transmitting results.  In the event of a cyber-attack, 
equipment outage, or any other disruption, municipalities may not be able to modem.  This does not 
impact the unofficial or official results, but unexpected delays may be frustrating for staff and 
voters.  Please ensure your election inspectors are all familiar with your back-up plans.  We also suggest 
that you test your back up plan for unofficial results transmittal before election day.    
  
To address public questions about results transmission, the WEC prepared an FAQ located 
here: https://elections.wi.gov/elections/voting-equipment-wisconsin/election-results-transmission 
  
Finally, Election observers may argue, fairly, that log tapes are public records and should be available to 
the public.  We caution that publicly disclosing the EMS IP address increases the risk that the address 
will be subject to cyber-attacks.  As a result, you may wish to consult with legal counsel regarding the 
sensitivity of this data and whether you wish to release it. 
  
Please let me know if you have any questions, otherwise we hope to discuss this further next Monday in 
a short call.  Thank you and have a good weekend! 
  
Robert Kehoe 
Deputy Administrator 
Wisconsin Elections Commission 
Phone - 608.261.2019 
Fax – 608.267.0500 
robert.kehoe@wisconsin.gov 
https://elections.wi.gov 
 
[cont. -] 



 

13 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

14 
 

                                                  Exhibit B 
 
 

 Declaration of Clay U. Parikh                        
I, CLAY U. PARIKH, declare under penalty of perjury that the following is true and correct: 

1. I have personal knowledge of the matters set forth below and would testify competently 

to them if called upon to do so. 

2. I have a Master of Science in Cyber Security, Computer Science from the University of 

Alabama in Huntsville. I have a Bachelor of Science in Computer Science, Systems Major from 

the University of North Carolina at Wilmington. In February 2007 I obtained the Certified 

Information Systems Security Professional (CISSP) certification and have continually 

maintained good standing. I also hold the following certifications; Certified Ethical Hacker 

(CEH) and Certified Hacking Forensic Investigator (CHFI). 

3. Since December of 2003, I have continually worked in the areas of Information 

Assurance (IA), Information Security and Cyber Security. I have performed and led teams in 

Vulnerability Management, Security Test and Evaluation (ST&E) and system accreditation. I 

have supported both civil and Department of Defense agencies within the U.S. government as 

well as international customers, such as NATO. I have served as the Information Security 

Manager for enterprise operations at Marshall Space Flight Center, where I ensured all NASA 

programs and projects aboard the center met NASA enterprise security standards. I was also 

responsible in part for ensuring the Marshall Space Flight Center maintained its Authority To 

Operate (ATO) within the NASA agency. I have also served as the Deputy Cyber Manager for 

the Army Corps of Engineers where I led and managed several teams directly in: Vulnerability 

Management, Assessment and Authorization (A&A), Vulnerability Scanning, Host Based 

Security System (HBSS), Ports Protocols and Service Management, and an Information System 
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Security Manager (ISSM) team for cloud projects. I also have performed internal digital forensic 

audits. During this time span, I also worked at the Army Threat Systems Management Office 

(TSMO) as a member of the Threat Computer Network Operations Team (TCNOT).  I provided 

key Computer Network Operations (CNO) support by performing validated threat CNO 

penetration testing and systems security analysis. TCNOT is the highest level of implementation 

of the CNO Team concept. 

4.  From 2008 to 2017, I also worked through a professional staffing company for several 

testing laboratories that tested electronic voting machines. These laboratories included Wyle 

Laboratories, which later turned into National Technical Systems (NTS), and Pro V&V. My 

duties were to perform security tests on vendor voting systems for certification. Certification was 

either to be obtained from the Election Assistance Commission (EAC) or a specific state’s 

Secretary of State’s requirements. 

5. I have analyzed and verified Exhibit 1 “DominionIPnonprofitVOTINGresultstransfer 

[Autosaved].pptm” and reviewed Exhibit 2 “Dominion Voting Systems Petition for Approval of 

Electronic Voting Systems Democracy Suite 5.5-C and 5.5-CS.” Both exhibits are attached. 

Based on my professional experience, I make the following observations.  

6. The host IP highlighted on slide 4 of Exhibit 1 (205.213.24.109) is what is known as a 

public IP address. This particular IP belongs to WiscNet.net which is headquartered in Madison, 

WI.

The Public IP address of a system is the IP address that is used to communicate outside the 
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organization’s network. Public IP addresses are also referred to as “world facing” as they can be 

discovered, indexed, and accessed through on the Internet. A Public IP address has no security 

and is subjected to attack.1  

7. Slide 5 of Exhibit 1 shows yet another external connection from a different election. 

  This IP address (216.56.14.209) is 

also registered to WiscNet.net. WiscNet is a private nonprofit company external to any of 

Wisconsin’s election networks. 

8. External connections pose several risks to electronic voting systems. One is to the 

election data in transit. It is susceptible to interception and or manipulation. Once data leaves a 

closed local network it has to make more “hops” to reach its destination. A hop is a computer 

networking term that refers to the number of routers that a packet (a portion of data) passes 

through from its source to its destination.2 The more hops that data has to make the more 

exposed it is to attack. I traced the route, from several different locations, to each IP previously 

 
1 https://www.geeksforgeeks.org/difference-between-private-and-public-ip-addresses/ 
2 https://www.lifewire.com/what-are-hops-hop-counts-2625905 
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identified. There were close to two dozen hops each before losing visibility. There were five to 

six hops alone just within the WiscNet.net domain.  

9. Another risk from the external connection is to the actual voting system. The connection 

opens up the system to attack. It allows a path for a hacker to install malware or manipulate the 

system. The connections identified in Exhibit 1 can definitely allow for this type of malicious 

activity. The connections are established for secure file transfers, indicating that they use 

Transmission Control Protocol/Internet Protocol (TCP/IP). TCP/IP is standard Internet 

communications protocols that allow digital computers to communicate over long distances.3 

TCP is one of the main protocols of the Internet protocol suite. It lies between the Application 

and Network Layers which are used in providing reliable delivery services. It is a connection-

oriented protocol for communications that helps in the exchange of messages between the 

different devices over a network. Connection-oriented means that there is two-way 

communication. In other words, the system can both send and receive data. This capability to 

receive data is what puts the system at risk. 

10. To communicate utilizing TCP/IP an application must also assign what’s called a port. A 

port is a number that is assigned to user sessions and server applications in an IP network. The 

port is like the mailbox for the application. It is how it sends and receives data. The port shown 

for the file transfer connections in Exhibit 1 is “11000.”  This is not the standard port for any 

type of file transfer.4 In fact, port 11000 is known to be utilized by malware.5 

11. Furthermore, the protocol or transport mechanism utilized on this port increases the 

danger and risk to the data and to the system. Exhibit 1 and 2 indicate the use of Secure Sockets 

 
3 https://www.britannica.com/technology/TCP-IP 
4 https://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xhtml 
5 https://www.speedguide.net/port.php?port=11000 
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Layer (SSL) by the electronic voting system. SSL is indicated in Exhibit 1 with the lines 

containing “ssltransfer.cpp.” The same log entry lines contain “[FTServerThread]” indicating 

further that this is more for transport security and not just for encryption. Exhibit 2, Appendix E 

lists OpenSSL for several components of the voting system. SSL as a transport mechanism is 

highly vulnerable and should not be used. Additionally, the version of OpenSSL listed in Exhibit 

2 (1.0.2k) is an older version with multiple vulnerabilities. Even the latest versions of OpenSSL 

have been pulled by the application’s developers, stating “OpenSSL 3.0.6 and 1.1.1r are 

withdrawn. New releases will be created in due course.” 6 This withdraw indicates what industry 

already knew:  the SSL protocol is insecure and should not be used for the transport of data. 

12. This weak two-way communication through an external connection is bad enough. Then 

add in the fact that the destination IP lies within the WiscNet domain and the risk and danger 

become a thousand times worse. The network and infrastructure maps within Exhibit 1 show 

WiscNet with a vast and dispersed network with multiple connecting sites. Each one of these 

connections could contain anywhere from ten to a hundred systems. Each system could be a 

possible point of attack. These connections indicate a high likelihood for attack with multiple 

attack vectors, and by connecting to WiscNet, the voting system has been connected to all of 

those sites, systems, external connections, users, and vulnerabilities 

13. Slide 14 of Exhibit 1 list Verizon Pantech modem. Exhibit 2, page 3 states “Upgrade to 

modems with available 4G capabilities via the Verizon Private Network.” The existence of 

WiscNet IPs showing as connections on tabulator logs is proof that the data path is not traveling 

on a private network. Ms. Wolfe’s underlined statement on slide 11 of Exhibit 1 is incorrect. The 

results only partially travel over encrypted wireless networks. In Exhibit 2, page 14 under the 

 
6 https://www.openssl.org/ https://www.openssl.org/news/vulnerabilities.html 
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Modem Testing section it states "As part of Democracy Suite 5.5-C and 5.5-CS, the unofficial 

results data is encrypted, digitally signed, and then transmitted via a further encrypted virtual 

private network (VPN) hosted by Verizon Wireless." This is also a false and inaccurate 

statement. The Verizon Wireless is not a true Virtual Private Network (VPN). If it were a true 

VPN the connecting IP would be that of another Verizon device, not that of another company. 

Additionally, Appendix E of Exhibit 2, containing the EAC certification of Suite 5.5-C makes no 

mention of any cellular modem.  

14. The lack of the modem being included as part of the Suite 5.5-C certification leads me to 

address other incorrect statements made in Ms. Wolfe’s letter (slides 11-13 of Exhibit 1). She 

states "The modeming components of Democracy Suite 5.5-CS do not meet federal certification 

standards. However, the underlying voting system is federally certified." It appears the 

underlying system she refers to is Suite 5.5-C. Changing the USB port on the motherboard to 

accept a modem does indeed change the underlying voting system. The voting system has to 

send data across and through the device. Evidence of the motherboard being adapted to use the 

modem is in slide 3 of Exhibit 1, indicated by “externalportcontroller.cpp”. This part of the code 

is controlling that USB connection on the motherboard. If Suite 5.5-C uses this modem or runs 

updated code to utilize the USB port it invalidates the certification of Democracy Suite 5.5-C; in 

other words, the underlying system is no longer 5.5-C, and it has not been federally certified. 

Additionally, in Exhibit 2, page 54 and 55 in the certification for Suite 5.5-C in the networking 

section it lists “NO” for modems and wireless. The only network connectivity allowed is Local 

Area Network use of TCP/IP which indicates LAN cabling and private IP space. 

15. The petition for approval, Exhibit 2, consists of so many contradictions and inaccuracies 

concerning the Democracy Suite 5.5-C and 5.5-CS. I will clarify some of them. In the 
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Background section, page 2 states "5.5-CS being among them, the secondary system version 

lacks EAC certification, but is federally tested by an approved VSTL to comply with the 2005 

Voluntary Voting Systems Guidelines (VVSG)." Further on it states that "The modeming 

components of Democracy Suite 5.5-CS do not meet federal certification standards." These 

statements conflict because the VVSG is the federal certification standard. The fact is the 

modems do not meet the federal certification standards. Volume 1 of VVSG 1.0 section 7.7.1 

"Controlling Usage" states "In general, convenience is not a sufficiently compelling reason, on 

its own, to justify the inclusion of wireless communications in a voting system." The data being 

transmitted over these modems is always described as “unofficial election results,” leading to the 

conclusion this transport action is for convenience.  

16. Other concerns and inaccuracies are in the Modeming Functionality section, page 9 of 

Exhibit 2. One concern is that the section states “ICE and ICP2 communicate with the ImageCast 

Listener server.” The EMS Server must have ImageCast Listener running as well as this is an 

ongoing function during an election. So, it is possible that the EMS has an external network 

connection. This is a concern as this listener has to run during the election, not just after the polls 

close. Another huge inaccuracy is in the portion of the section defining a “hardened and air 

gapped system.” Yes, all non-necessary software and services should be removed, however, air 

gapped means “no network connectivity,” period. It is not just restricting access to the internet. 

17. Another very concerning contradiction is in Appendix F of Exhibit 2. Part 1 under 

Applicable VVSG Standard states the most recent version of the VVSG accepted by the EAC 

should be used. In Part 2 it states to use Volume 1 of the 2005 VVSG which is version 1.0. These 

are contradictory, since version 1.0 was approved in 2005 and two newer EAC-approved 

versions were available when DVS 5.5-CS was proposed (versions 1.1, in 2015, and 2.0, in 
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February, 2021). Also, the tests listed in this appendix do not seem to meet or comply with any 

VVSG version standard. They do not meet the most basic security requirements, let alone the 

rigorous standard of testing that should be used for a critical system.  

18. Lastly, regardless of polls being closed or not the fact that a two-way, insecure, external 

connection is made makes the voting system highly vulnerable and susceptible to compromise. 

Hidden malware could already be residing on these voting systems. Given my education, 

experience as a security professional and my first-hand knowledge of testing nearly every vendor 

voting system product, it is my professional opinion that the voting systems listed in Exhibit 2 

violate Wisconsin Statute 5.91(10). Section (10) states “It is suitably designed for the purpose 

used, of durable construction, and is usable safely, securely, efficiently and accurately in the 

conduct of elections and counting of ballots.” The use of the insecure SSL protocol in 

conjunction with a connection to an external entity by these voting systems is not of a suitable 

design for the purpose used. The system definitely is not safe and secure for use.  

I declare under penalty of perjury that the foregoing is true and correct. 

 

Executed on this ____ day of October, 2022.  s/  
 Clay U. Parikh 
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