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Introduction 

 
Dominion Voting Systems (DVS) is requesting approval from the Wisconsin Elections Commission (WEC or 
Commission) for the Democracy Suite 5.17 and 5.17S voting systems. This approval will allow for the sale and 
use of these systems in the State of Wisconsin. No electronic voting equipment may be offered for sale or 
utilized in Wisconsin unless first approved by the WEC based upon the certification requirements laid out in 
Wis Stat. § 5.91 (Appendix A). The WEC has also adopted administrative rules further clarifying the testing and 
approval processes in Wisconsin Administrative Code, Chapter EL 7 (Appendix B).  
 
Electronic Voting Systems in this Application 

 
Democracy Suite 5.17 

 
Democracy Suite 5.17 is a federally tested and certified paper based, optical scan voting system. It includes the 
following major components:  

 
Component Function 
Election Management System (EMS) Election management software application that provides 

election definition creation, ballot formatting, equipment 
configuration, result consolidation, adjudication, and report 
creation 

ImageCast Central (ICC) A high-speed, central ballot scan tabulator for use in 
central count locations  

ImageCast Precinct 2 (ICP2) A precinct-based optical scan ballot counter 
 

ImageCast Evolution (ICE)* A precinct-based optical scan ballot counter 
 

ImageCast X (ICX) Ballot Marking Device*  This configuration is a touchscreen ballot marking device 
(BMD) that is paired with a printer. A voter will indicate 
their selections on the BMD, a ballot will be printed with 
those choices, and the voter will then deposit the ballot into 
a tabulator after a final review 
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ImageCast X (ICX) BMD and Tabulator* The second ICX configuration features the same BMD 
functionality, but also includes the ability to tabulate on the 
same unit via a voter-verified paper audit trail (VVPAT) 
 

*These devices are compliant with the requirements set forth in the Americans with Disabilities Act (ADA) 
for accessible voting systems. Further detail on each device and its respective features will appear later in 
this report. 
 

 
Democracy Suite 5.17S 
 
Democracy Suite 5.17S is a federally tested modification to the Democracy Suite 5.17 voting system. The 
modification provides support for modeming of unofficial election results after the polls close on Election Day  
from either an ImageCast Evolution tabulator or ImageCast Precinct tabulator to a Secure File Transfer Protocol 
(SFTP) server through wireless telecommunications networks or analog phone lines. The modeming 
components of Democracy Suite 5.17S cannot meet federal certification standards, but the underlying voting 
system (Democracy Suite 5.17) is federally certified. While this system has not received federal certification, it 
was presented for and passed thorough telecommunications testing at an EAC accredited Voting System Test 
Laboratory (VSTL).  
 
At its May 21, 2013, meeting, pursuant to authority granted in Wis. Stat. § 5.91 and Wisconsin Administrative 
Code, Chapter EL 7, the Government Accountability Board adopted testing procedures and standards pertaining 
to the modeming and communication functionality of voting systems that have not yet received EAC 
certification. At its September 9, 2021, meeting, the Wisconsin Elections Commission approved an updated 
version of these testing criteria and protocols. The procedures used by WEC staff to test the modeming 
capabilities of this system can be found in Appendix E of this report.  
 
Recommendation 
 
WEC staff is recommending approval of both Democracy Suite 5.17 and Democracy Suite 5.17S for sale and 
use in Wisconsin. Detailed recommendations are listed on pages 16-18 following further analysis of the 
functional testing performed by staff to analyze the voting systems under consideration.  
 
Application Background 
 
On June 30, 2023, WEC staff received an Application for Approval of Electronic Voting System for both 
Democracy Suite 5.17 and Democracy Suite 5.17S. DVS submitted complete specifications for hardware, 
firmware, and software related to the voting system. Also included with the submission were technical manuals, 
documentation, and user manuals necessary for the operation of the components in the two electronic voting 
systems.  
 
 
Democracy Suite 5.17 System Overview 
 
The Voting System Test Laboratory (VSTL) responsible for testing Democracy Suite 5.17, Pro V&V, is based 
in Huntsville, Alabama and is one of two test labs currently accredited by the EAC to conduct voting system 
testing. Pro V&V conducted rigorous testing of this system and issued both their final test report and 
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recommendation for EAC certification on March 15, 2023. Democracy Suite 5.17’s EAC Certification Number 
is DVS-DemSuite5.17. 
 
Following VSTL testing, the EAC issued a Certificate of Conformance and an accompanying Scope of 
Certification document for this voting system on March 16, 2023. These documents signify that the system has 
been tested in accordance with current federal certification standards for electronic voting systems and that the 
system has met or exceeded those standards.  
 
WEC staff conducted state-level certification testing for Democracy Suite 5.17 in the WEC office September 
26-29, 2023. This period included functional testing, which requires all components of the system to correctly 
process three mock elections, a meeting of the Wisconsin Voting Equipment Review Panel, which is a body of 
local election officials and third-party advocates, and a public demonstration of the system.  
 
Hardware and Software Components  
 
This section provides additional information on the hardware and software components of this voting system 
that are most likely to be used in either a polling place or a central count location. A full list of hardware and 
software components may be found in Appendix C.  
 
ImageCast Evolution 
 
The ImageCast Evolution (ICE) is a digital scan paper ballot tabulator 
designed for use at the polling place. After the voter marks a paper ballot, 
either by hand or by using the ImageCast X ballot marking device, the ballot 
is inserted into the ICE for processing. The tabulator uses a high-resolution 
scanner to simultaneously image the front and back of the ballot. The resulting 
ballot images are then processed by proprietary mark recognition software, 
which identifies and evaluates marks made by the voter. The system then 
tabulates any votes cast on each ballot before depositing the ballot into an 
integrated secure storage bin.  
 
When a ballot is inserted into an ICE unit, the unit will interpret voter marks 
on the ballot and a variety of feedback screens will be displayed to the voter. 
These range from a confirmation that the ballot was accepted to a warning that 
any ballots containing crossover votes or overvoted contests may lead to the 
voter’s choices not being counted. In these instances, the voter will have the opportunity to have the 
ballot returned to them for further review or may choose to cast the ballot as they originally marked it. 
A sample of these voter information screens has been included with this report and can be found in 
Appendix D. 
 
Ballot images and election results generated by the ICE are stored on two separate removable compact flash 
memory devices. These compact flash drives operate in unison to maintain a detailed audit log of the tabulation 
events on election day. The cards maintain all ballot images and ballot manifests, a record of the disposition of 
each ballot, i.e., how the ICE interpreted and counted each vote on a given ballot. The compact flash memory 
cards may be taken to the municipal clerk’s office or county clerk’s office where the election results may be 
uploaded into an election results management program or transferred to another memory device to facilitate 
storage. The ICE includes an internal thermal printer for the printing of the zero reports, log reports, and polling 
place totals upon the official closing of the polls. As part of Democracy Suite 5.17S, ICE tabulators also include 
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external wireless and analog modems for the transmission of unofficial election results via a secure wireless 
network hosted by Verizon Wireless or a standard telephone line.      

 
The ICE also serves as an ADA-compliant ballot marking device, designed for accessible use by voters who 
have visual, auditory, or physical limitations or disabilities. Depending upon the configuration, voting either 
occurs on the primary tabulator screen or on an external monitor, both of which require using an assistive input 
device to make ballot selections. If the primary tabulator monitor is used for accessible voting, other ballot 
processing must be temporarily suspended until the accessible session has ended. When utilizing the external 
monitor, ballot processing on the tabulator can continue during the accessible voting session.  
 
An election inspector is required to begin the accessible voting session. Instructions that guide the voter through 
the process appear on the screen or can be accessed via the audio ballot function. Voters use an integrated tactile 
keypad, sip and puff device, or paddle selectors to navigate the ballot and make contest selections. Each button 
on the tactile keypad has both Braille and printed text labels designed to indicate function and a related shape to 
help the voter determine its use. In addition, voters may use headphones to access the audio ballot function that 
provides a recording of the ballot instructions and lists candidates and options for each contest.  
 
A blank ballot is inserted into the tabulator ballot slot prior to making selections when the primary screen is 
used. For locations with an external monitor, voters make ballot selections and place the blank ballot in the 
tabulator ballot slot at the end of the accessible voting session. In either method, the ballot is marked according 
to the voter’s selections and automatically returned for review. Once the voter has reviewed their ballot, it is 
reinserted into the tabulator for processing. 
 
ImageCast Precinct 2 

 
The ImageCast Precinct 2 (ICP2) is a digital scan paper ballot tabulator 
designed for use in a polling place.  After the voter marks a paper ballot, 
either by hand or by using the ImageCast X ballot marking device, the ballot 
is inserted into the ICP2 for processing. The tabulator uses a high-resolution 
scanner to simultaneously image the front and back of the ballot. The 
resulting ballot images are then processed by proprietary mark recognition 
software, which identifies and evaluates marks made by the voter.  The 
system then interprets any votes cast on each ballot before depositing the 
ballot into an integrated secured storage bin. As with the ICE, the ICP2 will 
display a variety of informational screens to the voter when a ballot is 
inserted.  

 
The ballot images and election results are stored on two separate removable secure digital (SD) memory 
devices. These SD drives operate in unison to maintain a detailed audit log of the tabulation events on election 
day. Following the election, the cards may be taken to the municipal or county clerk’s office to be uploaded into 
an election results management program or transferred to another media device to facilitate secure storage. The 
ICP2 includes many of the same functionalities as the ICE, including generation of ballot images and ballot 
manifests, a thermal printer for generation of zero tapes, log reports, and results tapes, and, for ICP2 units as 
part of Democracy Suite 5.17S, the ability to transmit unofficial election results securely via either a wireless or 
analog modem. On its own, The ICP2 does not include any accessible voting functionality and would need to be 
paired with another ADA-compliant component from the system to meet accessible voting requirements for use 
in a polling place.  
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Both the ICE and ICP2 may be programmed to automatically reject all ballots with overvotes or crossover votes 
without the option for override, which requires the voter to correct any error by spoiling their first ballot and 
marking a new one. This ensures that voters do not mistakenly process a ballot on which a vote for one 
candidate or all candidates will not count. In jurisdictions that enable this function, absentee ballots must be 
remade by election inspectors to preserve voter intent as closely as possible. For example, in the case of a ballot 
with a single overvoted contest, the entire ballot would be remade to preserve all the voter’s marks apart from 
the marks in the overvoted contest.  
 
The ICE and ICP2 are also capable of producing a results report showing all candidates with write-in votes.  
This report captures an image of what is written on the write-in vote line, but only if the oval next to the write-
in field under a contest was filled by the voter. As it currently stands, election inspectors cannot rely on this 
report as a means of counting write-in votes after the polls close. Instead, inspectors must review all ballots cast 
in a jurisdiction by hand to ensure voter intent is being captured. This particularly applies to instances in which 
a voter writes in a candidate for a specific contest but does not fill in the oval for the write-in field.  
 
 
ImageCast Central 

 
The ImageCast Central (ICC) is a high-speed, digital scan ballot 
tabulator designed for use by election officials at a central count 
site. The ICC is capable of scanning ballots of various sizes and 
utilizes a commercial off the shelf (COTS) printer to process 
the front and back of each ballot, evaluate the result, and 
maintain continuous scanning and tabulating. The scanner is 
paired with a workstation on which an election worker can 
monitor the scan speed and track the progress of each batch of 
ballots being processed.  

 
 
 
ImageCast X 
 
The ImageCast X (ICX) is an ADA-compliant accessible touchscreen device that is available in two separate 
hardware configurations. The first configuration, which is paired with a standalone printer, is a ballot marking 
device. This configuration does not have any tabulation functionality, but the ballots that are generated and 
printed by the device are virtually indistinguishable from hand-marked ballots and may be inserted into the ICE, 
ICP2, or ICC for tabulation. The second configuration, which includes a printer attached to the unit itself, is a 
direct recording electronic (DRE) device that tabulates votes and records each ballot on a voter verifiable paper 
audit trail. Both configurations utilize COTS components, e.g., touchscreen displays and desktop printers, 
which are paired with DVS software to form a voting device.  
 
For each configuration, an activation card is necessary to begin a voting session. Additionally, poll worker 
activation cards are used by election officials to perform maintenance to the device or access the administrative 
menu to open or close polls. Activation cards used by voters may be configured for each ballot style in use at a 
polling place to ensure a voter is voting the correct ballot. These cards can be configured to require 
reprogramming after each use and a time limit may be set for each card. If a voter card is not used prior to the 
set time limit, it will no longer function with the equipment and will require reactivation before it may be used 
again.   
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Once the correct ballot style has been selected, either by an election inspector or by the voter using a pre-
programmed voter activation card, the voter is left to navigate the ballot and cast their votes privately.  Voters 
have the option to use the touchscreen, a sip and puff device, paddle selectors, or a tactile keypad to navigate 
the ballot and make their selections.  Instructions that guide the voter through the process appear on the screen 
or can be accessed via the audio ballot function.  Voters have the option to adjust the text display contrast and 
text size to suit their preferences.  Each button on the tactile keypad has both Braille and printed text labels 
designed to indicate function and a related shape to help the voter determine its use.  Voters may also use 
headphones to access the audio ballot function that provides a recording of the ballot instructions and lists 
candidates and options for each contest.  The volume of the audio can be adjusted by voters.   

 
In both the BMD and VVPAT configurations, the ICX provides a ballot 
summary screen on which voters review their selections before the ballot 
is printed. On the VVPAT configuration, the voter will have a final 
chance to review their choices on the tape before the ballot is cast. The 
VVPAT printer features an opaque window that illuminates the voter’s 
choices on the paper roll in this final step. If the voter wishes to spoil 
their ballot and mark a new one, this is the final opportunity to do so. 
When the voter casts their ballot, the roll advances, the viewing window 
darkens, and the ICX is ready for the next voting session. On the BMD 
configuration, the voter will have a final chance to review their choices 
on the marked ballot produced by the printer prior to inserting the ballot 
into one of the supported tabulators in this system.  

 
Neither configuration allows a voter to overvote any contest or, when 
applicable, vote a crossover ballot in which they vote in multiple party 
primaries. For elections that feature a party preference, e.g., partisan 
primaries, the voter is presented with the party options at the start of the 
voting session. When a voter chooses a party, the ICX will only display 
the candidates within that respective party’s primary. The ballot 
summary screen that appears before the voter casts their ballot will also 
advise of any contest in which the voter has undervoted, at which point 
they will be able to return to the contest in question and mark their 
selection should they choose to do so.  
 
 
Functional Testing 
 
As required by Wisconsin Administrative Code, Chapter EL 7, WEC staff conducted three mock elections with 
each component of Democracy Suite 5.17 and 5.17S to ensure the voting systems conform to all Wisconsin-
specific requirements. As in every certification, these mock elections included a partisan primary with a special 
nonpartisan school board election, a general election with both a presidential and special gubernatorial contest, 
and a presidential preference vote combined with nonpartisan offices and a special partisan contest. 
 
Staff prepared a series of test decks using various configurations of votes, e.g., valid votes, overvotes, crossover 
votes, etc., across all three mock elections to verify the accuracy and functional capabilities of the two systems. 
Using blank ballot stock provided by DVS, WEC staff hand marked 300 ballots for each of the mock elections. 
For each election, an additional 50 ballots were marked using the ICE’s accessible voting feature and another 50 
were marked using the ICX BMD, bringing the total for each test deck to 400 ballots. Additionally, three 
separate test decks of 200 ballots each rtwere marked on the ICX VVPAT and reconciled separately.  
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To ensure that the equipment in this voting system was compatible with Wisconsin election law and able to 
process a variety of marks, the test ballots for each mock election included several ballots purposefully marked 
in ways not typically recommended by the vendor. In all cases where ballots were intentionally marked with 
overvotes, all tabulation equipment in this system was able to consistently identify those issues and displayed 
the requisite warning. The same was true for crossover votes, which require a voter to vote in multiple 
primaries/cross party lines and are only possible in the mock partisan primary and presidential preference 
elections. Additionally, each mock election has two separate ballot styles, one of which includes a special 
contest or referendum question and one that does not. Including two separate styles assesses the ability to 
program multiple election definitions on each piece of equipment and to produce accurate results. In all 
instances, the equipment accurately tabulated votes between the separate ballot styles.  
 
Test decks were also marked to determine exactly what constitutes a readable mark by each piece of tabulation 
equipment in this voting system. A subset of ballots for each mock election included “special marks,” shown 
here:  
 

 
 

The first column shows a “typical” mark, i.e., a completed oval and the most common way a voter will mark a 
ballot. The following columns show a selection of marginal or ambiguous marks, which include less-common 
ways a voter may complete an oval to indicate their choices. Each piece of tabulation equipment in this voting 
system was able to identify the ambiguous marks as valid choices in all three mock elections.  
 
Every voting equipment vendor recommends a specific type of marking device that should be used to complete 
a ballot. DVS recommends either a black Paper Mate Flair felt tip pen or a black Sharpie pen. Staff used both 
recommended marking devices to mark most ballots in each test deck, but also included a variety of other 
marking devices to ensure the system was capable of tabulating votes marked with green ink, red ink, blue ink, 
and pencil. As in past certification testing, certain components of these systems had issues properly reading 
ballots marked in red ink. This issue is described in greater detail in the testing anomalies section of this report.  
 
Staff also included several ballots with folds and tears. In some cases, a torn ballot may jam the tabulator or not 
be read correctly by tabulation equipment. However, this happens much more commonly in instances where the 
tear goes through the timing marks that surround the outside of the ballot. If a ballot is torn severely enough that 
the tabulator cannot process it, it will be returned to either the voter or election inspector for review and will not 
be tabulated. Folded ballots are included to replicate (as closely as possible) an absentee ballot that will be 
processed either at the polling place or a central count location. Vendors recommend that all absentee ballots be 
scored in specific places on the ballot to avoid the potential of a particularly heavy crease reading as a “false 
positive” vote if the crease goes directly through an oval. Staff folded several test ballots to purposefully place 
the creases through ovals and no such false positive votes or overvotes were read by the tabulation equipment. 
If election inspectors encounter ballots that are torn or contain heavy creases outside of the scoring marks, it is 
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advisable to follow the procedures for remaking the ballots in question to ensure the voter’s choices are being 
accurately counted.  

  
 
Testing Anomalies  
 
Staff encountered two issues in the process of testing these voting systems. The first was an inconsistency in 
how ballots purposefully marked with red ink were read by each tabulator. While the ICC and ICE were able to 
read ovals marked with a red pen, the ICP2 did not read those ovals and treated any ballot marked with red ink 
as a blank ballot. This issue was also seen in prior certification testing for other voting systems and the steps to 
avoid votes not being counted have been included as a recommendation for certification in those systems as 
well. Staff recommends that any only the marking devices recommended by DVS be made available for in-
person voting and that any absentee ballot that is marked in red ink be remade by election inspectors using a 
recommended black marking device prior to tabulation. Remaking such ballots will ensure that voter intent is 
preserved, and a voter’s choices will be reflected during tabulation.  
 
The second issue was found while reconciling the results for the three separate mock elections tested on the ICX 
VVPAT configuration. Each of these mock elections has a separate testing script of 200 ballots that must be 
marked correctly and in order. As the device in question utilizes a VVPAT printer, the records of votes cast on 
each ballot are all contained on a single roll of paper. Unfortunately, in each election, at least one ballot was 
marked incorrectly, which necessitated a second review of every ballot on the roll to identify the discrepancy. In 
every instance, the mismarked ballots were identified by staff during this review. For the sake of an example, 
this issue occurred most frequently in the General Election in which four ballots that were scripted to be marked 
with a write-in vote for U.S. Senator were marked with a write-in vote for State Senator instead. After 
identifying each mismarked ballot and ascertaining which contests were marked incorrectly, the election results 
reconciled correctly. To be completely clear, the discrepancies caused by these mismarked ballots were a result 
of human error and are not indicative of the hardware’s capability to accurately tabulate votes.                               
 
Democracy Suite 5.17S System Overview 
 
For certification purposes, Democracy Suite 5.17S is a separate system from the base Democracy Suite 5.17 
system. This system includes the hardware and software components featured in the base Democracy Suite 5.17 
system with the added capability to transmit unofficial results from a polling place or central count location via 
a secure modem. These unofficial results are transmitted from either an ICE or ICP2 to a Secure File Transfer 
Protocol (SFTP) using the ImageCast Listener server software located in the office of the county clerk. 
Transmissions are sent through a secured and encrypted wireless communications network or analog phone 
network. All modifications of the base system present in Democracy Suite 5.17S were tested by Pro V&V to the 
2005 Voluntary Voting System Guidelines (VVSG) protocols.  
 
Modeming functions on the ICE and ICP2 may only be used after an election inspector has closed the polls, 
utilized a multi-factor authentication token, and entered a password to access the poll worker menu. Following 
the printing of the results tape, election inspectors connect the external modem and select the option to transmit 
results to the county on the poll worker menu of the tabulator.  After this option is selected, the tabulator screen 
provides informational prompts to the election inspectors related to where in the transmission process the 
machine is at any given time.  The encrypted data packet comprised of the unofficial election results is received 
in the county office by the ImageCast Listener server and EMS server software. 
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In the county clerk’s office, a firewall provides a buffer between the network segment, where the election server 
is located, and other internal networks which utilize separate servers.  The data that is transmitted is encrypted 
and it is digitally signed.  The network is configured to only allow valid connections with the correct encryption 
key to connect to the SFTP server.  The firewall further restricts the flow and connectivity of traffic.  Only after 
the system determines that an incoming data packet has been correctly signed and encrypted by a state with an 
approved key, the information is passed through the SFTP server and on to the Election Management System 
(EMS) workstation.  The EMS contains matching decryption keys for each encryption key approved for the 
election.  If it does not have a decryption key that matches that of the incoming transmission, or if some aspect 
of the hardware sending the transmission cannot be authenticated by the server and EMS workstation software, 
the transmission is rejected.    

 
The EMS is required to be deployed on a hardened and air gapped system pursuant to the 2005 Voluntary 
Voting System Guidelines, meaning that all software that is not essential to the proper functioning of the EMS 
is removed from the computer where the EMS is installed.  This procedure is designed to increase the security 
of the system through the elimination of applications that may provide “back door” access to the system.  
Access to the internet is also restricted and the EMS provides an audit log of all system actions and connection 
attempts that can be used to verify unauthorized access to the system while unofficial election results are being 
transmitted after the close of polls.   
 
At its May 21, 2013, meeting, pursuant to authority granted in Wis. Stat. § 5.91 and Wisconsin Administrative 
Code, Chapter 7, the Government Accountability Board (GAB) adopted testing procedures and standards 
pertaining to the modeming and communication functionality of voting systems that have not received EAC 
certification. The standards were based upon the analysis and findings outlined in a staff memorandum and 
detailed in the Voting Systems Standards, Testing Protocols and Procedures Pertaining to the Use of 
Communication Devices in Wisconsin. At its September 9, 2021, meeting, the Wisconsin Elections Commission 
approved an updated version of these testing criteria and protocols, which are attached as Appendix E. These 
rules apply to non-EAC certified voting systems, where the underlying voting system received EAC 
certification to either the 2002 Voting System Standards (VSS) or 2005 VVSG, but any additional modeming 
component does not meet the 2005 VVSG. 
 
Modem/Telecommunication Testing 
 
WEC staff conducted testing of Democracy Suite 5.17S in three counties: Washington, Green, and Walworth, 
between October 10 and 12, 2023.  As a result of technical issues in the original modem tests, a follow up round 
of testing was conducted in Green County on October 13, 2023. DVS representatives worked with counties that 
currently use the vendor’s equipment to identify three municipal test sites in each of the three counties.  
 
A four-person team of WEC staff conducted this testing with technical support from a team of four DVS 
representatives. DVS provided three ICE tabulators and three ICP2 tabulators that were each tested in all test 
locations. DVS also provided a portable secure EMS environment, which was configured to emulate how an 
EMS would be implemented in a county office, including an SFTP client, firewall, etc. This portable 
environment was set up in each county office to receive test transmissions from the three respective municipal 
test sites in each county.  
 
At each municipal site, WEC staff inserted a pre-marked test deck into both the ICE and ICP2 tabulator, closed 
the polls, and proceeded to test the results transmission function for each tabulator. One WEC staff member 
remained in the county office to monitor the incoming transmissions and coordinate the testing efforts. As in 
prior certification campaigns, staff tested both wireless and analog modems to ensure the results packets created 
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by the ICE and ICP2 tabulators were able to transmit to the county office reliably. The results of this testing 
appear in the following tables.  

Washington County (Wireless Pantech Modem) 
 ICE ICP2 

Town of Trenton   
Initial Transmission 10 of 10 10 of 10 

Load Test 14 of 14 8 of 8 
   

Village of Germantown   
Initial Transmission 10 of 10 10 of 10 

Load Test 13 of 13 8 of 8 
   

Village of Kewaskum   
Initial Transmission 10 of 10 10 of 10 

Load Test 14 of 14 14 of 14 
   

Load Test Results 41 of 41 30 of 30 
 

Walworth County (Wireless Pantech Modem) 
 ICE ICP2 

Town of Troy   
Initial Transmission 10 of 10 10 of 10 

Load Test 9 of 9 8 of 8 
   

Village of Genoa City   
Initial Transmission 10 of 10 10 of 10 

Load Test 14 of 14 13 of 13 
   

Village of Lake Geneva   
Initial Transmission 10 of 10 10 of 10 

Load Test 11 of 11 12 of 12 
   

Load Test Results 34 of 34 33 of 33 
 

Green County (Analog MultiTech Modem) 
 ICE ICP2 

Town of Adams   
Initial Transmission 10 of 10 10 of 10 

Load Test 5 of 5 7 of 7 
   

Town of Exeter   
Initial Transmission 10 of 10 10 of 10 

Load Test 5 of 5 5 of 5 
   

Town of New Glarus   
Initial Transmission 10 of 10 10 of 10 

Load Test 4 of 4 5 of 5 
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Load Test Results 14 of 14 17 of 17 
 
In each of the three counties, testing was ultimately successful. The WEC staff member working in each 
municipality is instructed to first send 10 results packet transmissions through to the county from each tabulator. 
This stage of testing is coordinated to ensure only a single municipality is transmitting at any one time. After 
each municipality completes this step, the WEC staff members then all attempt to transmit results 
simultaneously for a set period of time to emulate the conditions of a real election in which the county office 
would be receiving unofficial results from every municipality in the county. This stage of testing is referred to 
as load testing.  
 
As expected, the number of transmissions that can be sent and received simultaneously during the load test is 
much higher in counties that use wireless modems, as these modems allow for multiple incoming encrypted 
transmissions at a time. In the case of Green County, which uses analog modems, the ability to send and receive 
results packets is limited by the fact that the county has a single analog phone line through which these 
transmissions must flow. Accordingly, transmissions sent from Green County municipalities sometimes 
required multiple attempts, as the phone line at the county was busy receiving data from another location.  
 
As previously mentioned, WEC staff and DVS representatives conducted a second day of testing in Green 
County. There were a few contributing factors that led to a second round of tests. The first issue was due to 
specific phone jacks at the county and municipal offices no longer being functional after a recent building 
renovation. County staff was later able to find a phone jack with a signal, which solved this problem. As 
counties and municipalities continue to transition away from analog phone networks to digital options, it may 
become harder to keep the infrastructure necessary for analog results transmission in place. The second and 
much larger issue was that the passwords programmed on the secure media cards for each of the tabulators 
being tested were entered incorrectly during the programming process. As the EMS as the county did not 
recognize the passwords being used by the tabulators, all the attempts to transmit results were rejected 
accordingly. While slightly frustrating from a logistical standpoint, this does serve as proof of concept that the 
results transmission process is secure.  
 
Each of the two tabulators capable of transmitting unofficial results is also capable of using two separate 
modems to complete that task. For counties that use analog modems, the two external modem options are a 
StarTech modem or a MultiTech Modem. For counties that use wireless modems, the external modem options 
are either a Pantech modem or a MultiTech modem. In each case, only one of the two modem options was 
tested and staff recommendations for certification will only include the Pantech modem for wireless 
jurisdictions and the MultiTech modem for analog jurisdictions. These are the only two modem types currently 
used by DVS customers in Wisconsin and any future effort to introduce other types of modems would 
necessitate a full certification campaign.  

 
Wisconsin Elections Commission Voting Equipment Review Panel 
 
To solicit valuable feedback from local election officials and community advocates, the WEC formed the 
Voting Equipment Review Panel. In accordance with Wisconsin Administrative Code, Chapter EL 7, this panel 
includes municipal and county clerks, representatives of the disability community, and other advocates for the 
interest of the voting public.  
 
Members of this panel attended the meeting both in person and virtually via Zoom. The meeting took place at 
the WEC office in Madison on September 28, 2023, from 2:00 p.m. to 3:30 p.m. DVS representatives provided 
a demonstration of both voting systems and attendees were encouraged to test the equipment themselves by 
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marking ballots and interacting with all the hardware components under consideration. Comments and feedback 
from the Voting Equipment Review Panel are included as Appendix F. 
 
Public Demonstration 
 
Following the Voting Equipment Review Panel, a public demonstration was held on September 28, 2023, from 
4:00 p.m. to 5:00 p.m. The public demonstration was appropriately noticed as a public meeting and was held in 
person in the WEC offices with DVS representatives available to answer questions and guide attendees through 
the functionality of the equipment. There were no attendees.  
 
Statutory Compliance 
 
Wis. Stat. § 5.91 provides the following requirements voting systems must meet to be approved for use in 
Wisconsin. Please see the text below of each requirement and staff’s analysis of each system’s compliance with 
the standards. 
 

Wis. Stat. § 5.91(1) 
The voting system enables an elector to vote in secret. 
Staff Analysis 
The DVS voting systems meet this requirement by allowing a voter to vote a paper 
ballot in the privacy of a voting booth or at the accessible voting station without 
assistance. 

 

Wis. Stat. § 5.91(3) 
The voting system enables the elector, for all elections, except primary elections, to 
vote for a ticket selected in part from the nominees of one party, and in part from 
nominees from other parties and write-in candidates 
Staff Analysis 
The DVS voting systems allow voter to split their ballot among as many parties as 
they wish during any election that is not a partisan primary. 

 

Wis. Stat. § 5.91(4) 
The voting system enables an elector to vote for a ticket of his or her own selection 
for any person for any office for whom he or she may desire to vote whenever write-
in votes are permitted. 
Staff Analysis 
The DVS voting systems allow write-ins where permitted. 

 

Wis. Stat. § 5.91(5) 
The voting systems accommodate all referenda to be submitted to electors in the form 
provided by law. 
Staff Analysis 
The DVS voting systems meet this requirement. Referenda included as part of testing 
were accurately tabulated by all components. 
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Wis. Stat. § 5.91(6) 
The voting system permits an elector in a primary election to vote for the candidates 
of the recognized political party of his or her choice, and the system rejects any ballot 
on which votes are cast in the primary of more than one recognized political party, 
except where a party designation is made or where an elector casts write-in votes for 
candidates of more than one party on a ballot that is distributed to the elector. 
Staff Analysis 
The DVS voting systems can be configured to always reject crossover votes without 
providing an opportunity for the voter to override. The system can also be 
programmed to provide a warning screen to the voter that identifies any crossover 
voted contest. Either one of these programming options allows these systems to meet 
this requirement. The warning screen provides options where the voter can choose to 
have their ballot returned to them or they can cast the ballot without correcting the 
crossover vote. The use of the override function was previously prohibited by statute, 
but Wis. Stats. §5.85(2)(b) expressly allows for the optional use of the override 
function in event of an overvote and the WEC has applied the same standard to the 
use of the override function in the event of crossover vote. 

 

Wis. Stat. § 5.91(7) 
The voting system enables the elector to vote at an election for all persons and offices 
for whom and for which the elector is lawfully entitled to vote; to vote for as many 
persons for an office as the elector is entitled to vote for; to vote for or against any 
question upon which the elector is entitled to vote; and it rejects all choices recorded 
on a ballot for an office or a measure if the number of choices exceeds the number 
which an elector is entitled to vote for on such office or on such measure, except 
where an elector casts excess write-in votes upon a ballot that is distributed to the 
elector. 
Staff Analysis 
The DVS voting systems can be configured to always reject overvotes without 
providing an opportunity for the voter to override. The system can also be 
programmed to provide a warning screen to the voter that identifies any overvoted 
contest. Either one of these programming options allows these systems to meet this 
requirement. The warning screen provides options where the voter can choose to have 
their ballot returned to them or they can cast the ballot without correcting the 
overvote. The use of the override function was previously prohibited by statute, but 
Wis. Stats. §5.85(2)(b) expressly allows for the optional use of the override function 
in event of an overvote. 

 

Wis. Stat. § 5.91(8) 
The voting system permits an elector at a General Election by one action to vote for 
the candidates of a party for President and Vice President or for Governor and 
Lieutenant Governor. 
Staff Analysis 
The DVS voting systems meet this requirement.  

 

Wis. Stat. § 5.91(9) 



Petition for Approval of Electronic Voting Systems 
Dominion Voting Systems Democracy Suite 5.17 and 5.17S 
November 02, 2023  
Page 14 of 53 
 

The voting system prevents an elector from voting for the same person more than 
once, except for excess write-in votes upon a ballot that is distributed to the elector. 
Staff Analysis 
The DVS voting systems meet this requirement. 

 

Wis. Stat. § 5.91(10) 
The voting system is suitably designed for the purpose used, of durable construction, 
and is usable safely, securely, efficiently, and accurately in the conduct of elections 
and counting of ballots. 
Staff Analysis 
The DVS voting systems meet this requirement. 

 

Wis. Stat. § 5.91(11) 
The voting system records and counts accurately every vote and maintains a 
cumulative tally of the total votes cast that is retrievable in the event of a power 
outage, evacuation or malfunction so that the records of votes cast prior to the time 
that the problem occurs is preserved. 
Staff Analysis 
The DVS voting systems meet this requirement. 

 

Wis. Stat. § 5.91(12) 
The voting system minimizes the possibility of disenfranchisement of electors as the 
result of failure to understand the method of operation or utilization or malfunction of 
the ballot, voting system, or other related equipment or materials. 
Staff Analysis 
The DVS voting systems can be programmed to provide warning screens to the voter 
that identifies any problem with their ballot. The warning screens provide an 
explanation of the problem and allow the voter to have their ballot returned to them to 
review and correct the error. The systems can be configured to always reject 
overvotes and crossover votes without providing an opportunity for the voter to 
override. 

 

Wis. Stat. § 5.91(13) 
The automatic tabulating equipment authorized for use in connection with the system 
includes a mechanism which makes the operator aware of whether the equipment is 
malfunctioning in such a way that an inaccurate tabulation of the votes could be 
obtained. 
Staff Analysis 
The DVS voting systems meet this requirement. 

 

Wis. Stat. § 5.91(14) 
The voting system does not use any mechanism by which a ballot is punched or 
punctured to record the votes cast by an elector. 
Staff Analysis 
The DVS voting systems do not use any such mechanism to record votes. 
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Wis. Stat. § 5.91(15) 
The voting system permits an elector to privately verify the votes selected by the 
elector before casting his or her ballot. 
Staff Analysis 
The DVS voting systems meet this requirement through the use of hand-marked paper 
ballots and accessible voting equipment that provides both an electronic ballot review 
screen or a marked paper ballot that can be reviewed before tabulation. 

 

Wis. Stat. § 5.91(16) 
The voting system provides an elector the opportunity to change his or her votes and 
to correct any error or to obtain a replacement for a spoiled ballot prior to casting his 
or her ballot. 
Staff Analysis 
The DVS voting systems meet this requirement.  

 
Wis. Stat. § 5.91(17) 
Unless the ballot is counted at a central counting location, the voting system includes 
a mechanism for notifying an elector who attempts to cast an excess number of votes 
for a single office the ballot will not be counted and provides the elector with an 
opportunity to correct his or her ballot or to receive a replacement ballot. 
Staff Analysis 
The DVS voting systems can be programmed to provide warning screens to the voter 
that identifies any problem with their ballot. The warning screens provide an 
explanation of the problem and allow the voter to have their ballot returned to them to 
review and correct the error. The systems can be configured to always reject 
overvotes and crossover votes without providing an opportunity for the voter to 
override. 
 
Wis. Stat. § 5.91(18) 
If the voting system consists of an electronic voting machine, the voting system 
generates a complete, permanent paper record showing all votes cast by the elector, 
that is verifiable by the elector, by either visual or nonvisual means as appropriate, 
before the elector leaves the voting area, and that enables a manual count or recount 
of each vote cast by the elector. 
Staff Analysis 
The DVS voting systems meet this requirement by utilizing either traditional paper 
ballot stock or a voter-verified paper audit trail that serves as a record of all votes cast.  

 
The Help America Vote Act of 2002 (HAVA) also provides the following applicable requirements that voting 
systems must meet: 
 

HAVA § 301(a)(1)(A) 
The voting system shall: 
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(i) permit the voter to verify (in a private an independent manner) the votes 
selected by the voter on the ballot before the ballot is cast and counted; 

(ii) provide the voter with the opportunity (in a private and independent manner) 
to change the ballot or correct any error before the ballot is cast and counted 
(including the opportunity to correct the error through the issuance of a 
replacement ballot if the voter was otherwise unable to change the ballot or 
correct any error); and 

(iii)if the voter selects votes for more than one candidate for a single office – 
(I) notify the voter than the voter has selected more than one candidate for 

a single office on the ballot; 
(II) notify the voter before the ballot is cast and counted of the effect of 

casting multiple votes for the office; and, 
(III) provide the voter with the opportunity to correct the ballot before the 

ballot is cast and counted 
 

HAVA § 301(a)(1)(C) 
The voting system shall ensure than any notification required under this paragraph 
preserves the privacy of the voter and the confidentiality of the ballot. 
HAVA § 301(a)(3)(A) 
The voting system shall— 
(A) be accessible for individuals with disabilities, including nonvisual accessibility 
for the blind and visually impaired, in a manner that provides the same opportunity 
for access and participation (including privacy and independence) as other voters 
Staff Analysis 
The DVS voting system components meet these requirements through the inclusion of 
options for ADA-compliant voting machines municipalities can choose to employ. 

 
Recommendations 
 
Staff has reviewed the application materials, including the technical data package and testing lab report, and 
examined the results from the functional and modeming test campaigns to determine if these systems are 
compliant with both state and federal certification laws. Democracy Suite 5.17 and Democracy Suite 5.17S 
comply with all applicable state and federal requirements. The components of these voting systems met all 
standards over three mock elections and staff determined they can successfully run a transparent, fair, and 
secure election in compliance with Wisconsin Statutes. The systems also allow access to the electoral process 
for individuals with disabilities with the inclusion of the accessible features present on the ICE and ICX 
hardware components.  
 
1. WEC staff recommends approval of Dominion Voting Systems’ Democracy Suite 5.17 and Democracy 

Suite 5.17S and the components of these systems, set forth in Appendix C. These voting systems accurately 
completed the three mock elections and were able to accommodate the voting requirements of the 
Wisconsin election process. This recommendation is based on the EAC certification/documentation, the 
VSTL test reports provided by Pro V&V and on the Democracy Suite 5.17S system successfully completing 
Wisconsin functional testing as dictated by the Voting Systems Standards, Testing Protocols and Procedures 
Pertaining to the Use of Communication Devices in Wisconsin. 

 
2. WEC staff recommends that as a continuing condition of the WEC’s approval, Dominion Voting Systems 

may not impose customer deadlines contrary to requirements provided in Wisconsin Statutes, as determined 
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by the WEC. In order to enforce this provision, local jurisdictions purchasing Dominion Voting Systems 
equipment shall also include such a provision in their respective purchase contract or amend their contract if 
such a provision does not currently exist.  

 
3. WEC staff recommends that as a continuing condition of the WEC’s approval, that voting systems 

purchased and installed as part of Democracy Suite 5.17 and Democracy Suite 5.17S be configured in the 
same manner in which they were tested, subject to verification by the Commission or its designee. Once 
installed, the configuration must remain the same and may not be altered by Dominion Voting Systems nor 
by state, county, or municipal officials except as approved by the Commission. 

 
4. WEC staff recommends that election inspectors continue to check both the write-in bin, where applicable, 

and main ballot bin for validly cast write-in votes after the close of polls in each election, and not rely upon 
the optional write-in report. 

 
5. WEC staff recommends that any absentee ballot returned by the tabulation equipment with an overvote or 

crossover vote notification must be reviewed by election inspectors prior to being overridden or remade. If 
necessary, ballots must be remade pursuant to approved procedures listed in the Election Day and Election 
Administration manuals. 

 
6. WEC staff recommends that any absentee ballot returned which has been marked with non-black ink be 

remade by election inspectors prior to any attempt at processing on the tabulation equipment. 
 

7. WEC staff recommends that ballots marked with the ImageCast Evolution ballot marking device, the 
ImageCast X ballot marking device, or ImageCast X with voter-verified paper audit trail be included as part 
of the pre-election public test in jurisdictions where those hardware components are used.  

 
8. WEC staff recommends clerks and election inspectors ensure that external modems are secured prior to, 

during, and after every election, with proper chain of custody documentation utilized. 
 

9. WEC staff recommends that, as a result of the components tested and to reflect the equipment currently used 
by Wisconsin counties and municipalities, only the Pantech modem be approved for use in jurisdictions that 
transmit unofficial results wirelessly and only the MultiTech modem be approved for use in jurisdictions 
that transmit unofficial results via an analog phone line. 

 
10. WEC staff recommends that as a continuing condition of the WEC’s approval, that this system must always 

be configured to include the following options: 
 

a.  Automatic rejection of crossover and overvoted ballots with or without the option to override. 
b. Automatic rejection of all improper ballots except blank ballots.  
c. Digital ballot images shall be captured for all ballots tabulated by the system.  
d. Automatically return marked ballots to the voter for physical review prior to casting when marked using 

the ICE tabulator BMD function. 
e. Provide visual warning messages, utilizing Commission approved language, to voters when overvotes 

and crossover votes are detected. 
f. Voter ballot activation cards used as part of the ICX BMD or VVPAT be reprogrammed after each use 

and set to expire after a maximum of one hour. 
 
11. As part of US EAC certificate: DVS-DemSuite5.17, only equipment included in this certificate can be used 

together to conduct an election in Wisconsin. Previous versions that were approved for use by the former 
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Elections Board and the G.A.B. are not compatible with the new Dominion Voting Systems voting system 
and are not to be used together with the equipment seeking approval by the WEC, as this would void the US 
EAC certificate. If a jurisdiction upgrades to Democracy Suite 5.17, it needs to upgrade each and every 
component of the voting system to the requirements of what is approved herein. Likewise, if a jurisdiction 
upgrades to Democracy Suite 5.17S, it needs to upgrade each and every component of the voting system to 
the requirements of what is approved herein. 

 
12. WEC staff recommends that as a condition of approval, Dominion Voting Systems shall abide by applicable 

Wisconsin public records laws. If, pursuant to a proper public records request, the customer receives a 
request for matters that might be proprietary or confidential, customer will notify Dominion Voting 
Systems, providing the same with the opportunity to either provide customer with the record that is 
requested for release to the requestor, or shall advise customer that Dominion Voting Systems objects to the 
release of the information, and provide the legal and factual basis of the objection. If for any reason, the 
customer concludes that customer is obligated to provide such records, Dominion Voting Systems shall 
provide such records immediately upon customer’s request. Dominion Voting Systems shall negotiate and 
specify retention and public records production costs in writing with customers prior to charging said fees. 
In absence of meeting such conditions of approval, Dominion Voting Systems shall not charge customer for 
work performed pursuant to a proper public records request, except for the “actual, necessary, and direct” 
charge of responding to the records request, as that is defined and interpreted in Wisconsin law, plus 
shipping, handling, and chain of custody.  
 

13. The Wisconsin application for approval contains a condition that requires the vendor to reimburse the WEC 
for all costs associated with the testing campaign and certification process. Dominion Voting Systems 
agreed to this requirement on the applications submitted to WEC on June 30, 2023, requesting the approval 
of Democracy Suite 5.17 and Democracy Suite 5.17S. 

 
 
Proposed Motion 
 
MOTION: The Wisconsin Elections Commission adopts the staff’s recommendations for approval of the 
Dominion Voting Systems Application for Approval of Democracy Suite 5.17 in compliance with US EAC 
certificate DVS-DemSuite5.17 including the conditions described above, and the Dominion Voting Systems 
Application for Approval of Democracy Suite 5.17S including the conditions described above. 
 
 
 
Appendices 
 
• Appendix A: Wisconsin Statutes § 5.91 
• Appendix B: Wisconsin Administrative Code Ch. EL 7 
• Appendix C: US-EAC Certificate of Conformance / Scope of Certification 
• Appendix D: Sample Voter Information Screens 
• Appendix E: Voting Systems Standards, Testing Protocols and Procedures Pertaining to the Use of 

Communication Devices in Wisconsin 
• Appendix F: Wisconsin Voting Equipment Review Panel Feedback 
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Appendix A: Wisconsin Statutes § 5.91 
 
5.91 Requisites for approval of ballots, devices and equipment. No ballot, voting device, automatic 
tabulating equipment, or related equipment and materials to be used in an electronic voting system may 
be utilized in this state unless it is certified by the commission. The commission may revoke its 
certification of any ballot, device, equipment, or materials at any time for cause. The commission may 
certify any such voting device, automatic tabulating equipment, or related equipment or materials 
regardless of whether any such item is approved by the federal election assistance commission, but the 
commission may not certify any ballot, device, equipment, or material to be used in an electronic voting 
system unless it fulfills the following requirements:  
(1) It enables an elector to vote in secrecy and to select the party for which an elector will vote in secrecy 
at a partisan primary election. 
(3) Except in primary elections, it enables an elector to vote for a ticket selected in part from the 
nominees of one party, and in part from the nominees of other parties, and in part from independent 
candidates and in part of candidates whose names are written in by the elector. 
(4) It enables an elector to vote for a ticket of his or her own selection for any person for any office for 
whom he or she may desire to vote whenever write-in votes are permitted. 
(5) It accommodates all referenda to be submitted to the electors in the form provided by law. 
(6) The voting device or machine permits an elector in a primary election to vote for the candidates of the 
recognized political party of his or her choice, and the automatic tabulating equipment or machine rejects 
any ballot on which votes are cast in the primary of more than one recognized political party, except 
where a party designation is made or where an elector casts write-in votes for candidates of more than 
one party on a ballot that is distributed to the elector. 
(7) It permits an elector to vote at an election for all persons and offices for whom and for which the 
elector is lawfully entitled to vote; to vote for as many persons for an office as the elector is entitled to 
vote for; to vote for or against any question upon which the elector is entitled to vote; and it rejects all 
choices recorded on a ballot for an office or a measure if the number of choices exceeds the number 
which an elector is entitled to vote for on such office or on such measure, except where an elector casts 
excess write-in votes upon a ballot that is distributed to the elector. 
(8) It permits an elector, at a presidential or gubernatorial election, by one action to vote for the 
candidates of a party for president and vice president or for governor and lieutenant governor, 
respectively. 
(9) It prevents an elector from voting for the same person more than once for the same office, except 
where an elector casts excess write-in votes upon a ballot that is distributed to the elector. 
(10) It is suitably designed for the purpose used, of durable construction, and is usable safely, securely, 
efficiently and accurately in the conduct of elections and counting of ballots. 
(11) It records correctly and counts accurately every vote properly cast and maintains a cumulative tally 
of the total votes cast that is retrievable in the event of a power outage, evacuation or malfunction so 
that the records of votes cast prior to the time that the problem occurs is preserved. 
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(12) It minimizes the possibility of disenfranchisement of electors as the result of failure to understand 
the method of operation or utilization or malfunction of the ballot, voting device, automatic tabulating 
equipment or related equipment or materials. 
(13) The automatic tabulating equipment authorized for use in connection with the system includes a 
mechanism which makes the operator aware of whether the equipment is malfunctioning in such a way 
that an inaccurate tabulation of the votes could be obtained. 
(14) It does not employ any mechanism by which a ballot is punched or punctured to record the votes 
cast by an elector. 
(15) It permits an elector to privately verify the votes selected by the elector before casting his or her 
ballot. 
(16) It provides an elector with the opportunity to change his or her votes and to correct any error or to 
obtain a replacement for a spoiled ballot prior to casting his or her ballot. 
(17) Unless the ballot is counted at a central counting location, it includes a mechanism for notifying an 
elector who attempts to cast an excess number of votes for a single office that his or her votes for that 
office will not be counted, and provides the elector with an opportunity to correct his or her ballot or to 
receive and cast a replacement ballot. 
(18) If the device consists of an electronic voting machine, it generates a complete, permanent paper 
record showing all votes cast by each elector, that is verifiable by the elector, by either visual or nonvisual 
means as appropriate, before the elector leaves the voting area, and that enables a manual count or 
recount of each vote cast by the elector. 
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Appendix B: Wisconsin Administrative Code, Chapter EL 7 
 
APPROVAL OF ELECTRONIC VOTING EQUIPMENT 
EL 7.01 Application for approval of electronic voting system. 
EL 7.02 Agency testing of electronic voting system. 
EL 7.03 Continuing approval of electronic voting system. 
 
Note: Chapter ElBd 7 was renumbered chapter GAB 7 under s. 13.92 (4) (b) 1., 
Stats., and corrections made under s. 13.92 (4) (b) 7., Stats., Register April 2008 No. 
628. Chapter GAB 7 was renumbered Chapter EL 7 under s. 13.92 (4) (b) 1., 
Stats., Register June 2016 No. 726. 
 
EL 7.01 Application for approval of electronic voting system.  
 
(1) An application for approval of an electronic 
voting system shall be accompanied by all of the following: 

(a) A signed agreement that the vendor shall pay all costs, 
related to approval of the system, incurred by the elections commission, 
its designees and the vendor. 
(b) Complete specifications for all hardware, firmware and 
software. 
(c) All technical manuals and documentation related to the system. 
(d) Complete instruction materials necessary for the operation 
of the equipment and a description of training available to users 
and purchasers. 
(e) Reports from an independent testing authority accredited 
by the national association of state election directors (NASED) 
demonstrating that the voting system conforms to all the standards 
recommended by the federal elections commission. 
(f) A signed agreement requiring that the vendor shall immediately 
notify the elections commission of any modification to the 
voting system and requiring that the vendor will not offer, for use, 
sale or lease, any modified voting system, if the elections commission 
notifies the vendor that the modifications require that the system 
be approved again. 
(g) A list showing all the states and municipalities in which the 
system has been approved for use and the length of time that the 
equipment has been in use in those jurisdictions. 

(2) The commission shall determine if the application is complete 
and, if it is, shall so notify the vendor in writing. If it is not 
complete, the elections commission shall so notify the vendor and 
shall detail any insufficiencies. 
(3) If the application is complete, the vendor shall prepare the 
voting system for three mock elections, using offices, referenda 
questions and candidates provided by the elections commission. 
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History: Cr. Register, June, 2000, No. 534, eff. 7−1−00; correction in (1) (a), (f), 
(2), (3) made under s. 13.92 (4) (b) 6., Stats., Register June 2016 No. 726. 
EL 7.02 Agency testing of electronic voting system. 
(1) The elections commission shall conduct a test of a voting system, 
submitted for approval under s. EL 7.01, to ensure that it 
meets the criteria set out in s. 5.91, Stats. The test shall be conducted 
using a mock election for the partisan primary, a mock general 
election with both a presidential and gubernatorial vote, and 
a mock nonpartisan election combined with a presidential preference 
vote. 
(2) The elections commission may use a panel of local election 
officials and electors to assist in its review of the voting system. 
(3) The elections commission may require that the voting system 
be used in an actual election as a condition of approval. 
History: Cr. Register, June, 2000, No. 534, eff. 7−1−00; correction in (1) to (3) 
made under s. 13.92 (4) (b) 6., Stats., and correction in (1) made under s. 13.92 
(4) (b) 7., Stats., Register June 2016 No. 726. 
 
EL 7.03 Continuing approval of electronic voting 
system.  
 
(1) The elections commission may revoke the approval 
of any existing electronic voting system if it does not comply with 
the provisions of this chapter. As a condition of maintaining the 
elections commission’s approval for the use of the voting system, 
the vendor shall inform the elections commission of all changes 
in the hardware, firmware and software and all jurisdictions using 
the voting system. 
(2) The vendor shall, at its own expense, furnish, to an agent 
approved by the elections commission, for placement in escrow, 
a copy of the programs, documentation and source code used for 
any election in the state. 
(3) The electronic voting system must be capable of transferring 
the data contained in the system to an electronic recording 
medium, pursuant to the provisions of s. 7.23, Stats. 
(4) The vendor shall ensure that election results can be 
exported on election night into a statewide database developed by 
the elections commission. 
(5) For good cause shown, the elections commission may 
exempt any electronic voting system from strict compliance with 
this chapter. 
 
History: Cr. Register, June, 2000, No. 534, eff. 7−1−00; correction in (1), (4), (5) 
made under s. 13.92 (4) (b) 6., Stats. and corrections in (5) made under s. 13.92 
(4) (b) 7., Stats., and s. 35.17, Stats., Register June 2016 No. 726. 
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Appendix C: US-EAC Certificate of Conformance / Scope of Certification 
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Appendix D: Sample Voter Information Screens 
 
 
Overvote Notification: If the ballot contains an overvote, i.e., the voter has selected more choices than they are 
eligible to make in a particular contest, teach tabulator will identify the overvoted contest and advise the number 
of choices a voter is eligible to make. The voter will have the option to either have the ballot returned or 
override the overvote notification. If the ballot is returned, the voter has the opportunity to spoil their first ballot 
and vote a new one. If the overvote warning is overridden and the voter chooses to cast the ballot as marked, 
they are warned that their choices in any overvoted contest will not count. This language reflects the 
requirements as stipulated by the WEC.  
 

 
 
 
 
Crossover Vote Notification: if a ballot is inserted on which a voter has made choices in more than one party’s 
primary, a warning message will appear advising the voter of such and identifying the contests with crossover 
votes. As with the overvote warning, the voter has the option of either having their ballot returned or casting it 
with the crossover votes as marked. If the voter chooses to cast their ballot as-is, any choices in contests with 
crossover votes will not count. This verbiage also reflects the requirements as stipulated by the WEC.  
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Blank Ballot: if a voter inserts a ballot on which they have made no choices, this warning will appear. The 
voter has the option of having the ballot returned or casting it as-is.  
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Appendix E: Voting Systems Standards, Testing Protocols and Procedures Pertaining to the Use of 
Communication Devices in Wisconsin 
 
 
PART I:  TESTING AND DOCUMENTATION REVIEW STANDARDS 
 
Applicable VVSG Standard 
 
The modem component of the voting system or equipment must be tested to the requirements 
contained in the most recent version or versions of the Voluntary Voting System Guidelines (VVSG) 
currently accepted for testing and certification by the U.S. Election Assistance Commission (EAC). 
Compliance with the applicable VVSG may be substantiated through federal certification by the EAC, 
through certification by another state that requires compliance with the applicable VVSG, or through 
testing conducted by a federally certified voting system test laboratory (VSTL) to the standards 
contained in the applicable VVSG. Meeting the requirements contained in the VVSG may substantiate 
compliance with the voting system requirements contained in Section 301 of the Help America Vote 
Act of 2002 (HAVA).  
 
In the event that a system version containing telecommunications components does not receive EAC 
certification or is not submitted for EAC certification by the vendor, a detailed explanation shall be 
provided to WEC staff at the time of application listing any deficiencies that would limit the system in 
question from meeting the certification requirements as stated in the currently accepted VVSG testing 
standards in both technical and simplified language. If any of the documentation submitted to WEC is 
proprietary in nature, or contains protected trade secrets, the vendor shall provide an additional 
redacted copy of all materials. The aforementioned documentation shall be accompanied by the report 
from an EAC accredited VSTL listing the types of testing conducted on the system in question, the 
VVSG testing standard utilized, and the results of all said tests. WEC reserves the right to contact the 
VSTL directly to further inquire about testing of the system and ask for any clarification that may be 
deemed necessary as part of the documentation review prior to conducting Wisconsin state 
certification testing. While Wis. Stat. § 5.91 specifies that EAC certification is not required for 
Wisconsin state certification to be issued to a voting system, WEC staff must be provided with the 
most detailed information possible during the application process, including but not limited to EAC 
and/or VSTL report(s), technical system schematics, telecommunications specifications (including 
network diagrams), system security protocol, and any other documentation as required by Wis. Admin. 
Code EL 7.01. 
 
Access to Election Data 
 
Provisions shall be made for authorized access to election results after closing of the polls and prior to 
the publication of the official canvass of the vote. Therefore, all systems must be capable of generating 
an export file to communicate results from the election jurisdiction to the Central processing location 
on election night after all results have been accumulated. The system may be designed so that results 
may be transferred to an alternate database or device. Access to the alternate file shall in no way affect 
the control, processing, and integrity of the primary file or allow the primary file to be affected in any 
way. 
 
 
Security 
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All voting system functions shall prevent unauthorized access to them and preclude the execution of 
authorized functions in an improper sequence. System functions shall be executable only in the 
intended manner and order of events and under the intended conditions. Preconditions to a system 
function shall be logically related to the function so as to preclude its execution if the preconditions 
have not been met. 
 
Accuracy  
 
A voting system must be capable of accurately recording and reporting votes cast. Accuracy 
provisions shall be evidenced by the inclusion of control logic and data processing methods, which 
incorporate error detection and correction methods.  
 
Data Integrity  
 
A voting system shall contain provisions for maintaining the integrity of voting and audit data during 
an election and for a period of at least 22 months thereafter. These provisions shall include protection 
against:  

1. the interruption of electrical power 
2. generated or induced electromagnetic radiation  
3. ambient temperature and humidity  
4. the failure of any data input or storage device  
5. any attempt at an improper data entry or retrieval procedure  

 
Reliability  
 
Successful Completion of the Logic and Accuracy test shall be determined by two criteria 

1. The number of failures in transmission 
2. Accuracy of vote counting  

 
The failure or connectivity rate will be determined by observing the number of relevant failures that 
occur during equipment operation. During testing, WEC staff shall maintain logs of all connection 
attempts. Attempts that are both successful and unsuccessful shall be noted in the logs with this 
information used to compile the connectivity rate. Similar logs shall be kept for calculating the rate of 
successful data transmissions. The accuracy is to be measured by verifying the completeness of the 
totals received.  All test results received in the county office, whether transmitted via wired or wireless 
connection, shall be compared to the pre-determined results set by WEC staff to ensure that 
transmitted results match anticipated results.  
 
PART II: TEST PROCEDURES AND PROTOCOLS  
 
Overview of Telecommunication Test 
 
The telecommunication test focuses on system hardware and software function and performance for 
the transmission of data that is used to operate the system and report election results. This test applies 
to the requirements for Volume I, Section 6 of the EAC 2005 VVSG. This testing is intended to 
complement the network security requirements found in Volume I, Section 7 of the EAC 2005 VVSG, 
which include requirements for voter and administrator access, availability of network service, data 
confidentiality, and data integrity. Most importantly, security services must restrict access to local 
election system components from public resources, and these services must also restrict access to 
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voting system data while it is in transit through public networks. Compliance with Section 7, EAC 
2005 VVSG shall be evidenced by a VSTL report submitted with the vendor’s application for approval 
of a voting system.  
 
Prior to conducting any system test, WEC staff shall thoroughly review all submitted documentation 
including but not limited to EAC and/or VSTL report(s), technical system schematics, 
telecommunications specifications (including network diagrams), system security protocols, and any 
other documents submitted as required pursuant to Wis. Admin. Code EL 7.01. 
 
In an effort to achieve these standards and to verify the proper functionality of the units under test, the 
following methods will be used to test each component of the voting system:  
Wired Modem/Analog Connection Capability Test Plan 

 
Test Objective: To transfer the results from the tabulator to the Election Management System via a 
wired network correctly. 
 
Test Plan: 

1. Power up tabulators and generate zero tape 
2. Insert test ballots into tabulator. Once completed, close polls and generate results tape 
3. Attempt to transmit results prior to the closing of the polls and printing of results tape 
4. Set up a telephone line simulator that contains as many as eight phone lines 
5. Perform communication suite for election night reporting using a bank with as many as 

seven analog modems: 
a. Connect the central site election management system to the telephone line 

simulator and connect the modems to the remaining telephone line ports 
b. Setup the phone line numbers in the telephone line simulator 
c. Use the simulated election to upload the election results 

i. Use at least eight tabulators in different reporting units 
ii. Use as many as two tabulators within the same reporting units 

d. Simulate the following transmission anomalies 
i. Attempt to upload results from a tabulating device to a computer which 

is not part of the voting system 
ii. Attempt to upload results from a non-tabulating device to the central site 

connected to the modem bank 
iii. Attempt to load stress by simulating a denial of service (DOS) attack or 

attempt to upload more than one polling location results  
6. Document results on appropriate telecommunications testing data sheet 
7. Following the conclusion of testing, staff must confirm the accuracy of the transmitted 

data by ensuring that the transmitted results match the expected results 
8. Following the conclusion of testing, WEC staff shall obtain all transmission logs, ballot 

images, cast vote records, and results tapes for all testing locations 
 

Wireless Capability Test Plan  
 

Test Objective: To transfer the results from the tabulator to EMS via a wireless network correctly.  
 
Test Plan: 

1. Power up tabulators and generate zero tape 
2. Insert test ballots into tabulator. Once completed, close polls and generate results tape 
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3. Attempt to transmit results prior to the closing of the polls and printing of results tape. 
4. Perform wireless communication suite for election night reporting: 

a. Use the simulated election to upload the election results using wireless 
transfer to the secure FTP server (SFTP) 

b. Use at least eight tabulators in different reporting units 
c. Use as many as two tabulators within the same reporting unit 

5. Simulate the following transmission anomalies 
a. Attempt to upload results from a tabulating device to a computer which is 

not part of the voting system 
b. Attempt to upload results from a non-tabulating device to the SFTP server 
c. Attempt to load stress by simulating a denial of service (DOS) attack or 

attempt to upload more than one polling location results  
d. If possible, simulate a weak signal 
e. If possible, simulate an intrusion 
f. If possible, attempt to intercept transmission signals 

6. Document testing results on appropriate telecommunications testing data sheet 
7. Following the conclusion of testing, staff must confirm the accuracy of the transmitted 

data by ensuring that the transmitted results match the expected results 
8.  Following the conclusion of testing, WEC staff shall obtain all transmission logs, 

ballot images, and cast vote records for all testing locations 
 

Test Conclusions for Wired and Wireless Transmission  
 

1. System must be capable of transferring 100% of the contents of results test packs 
without error for each successful transmission.  

2. Furthermore, system must demonstrate secure rate of transmission consistent with 
security requirements. 

3. System must demonstrate the proper functionality to ensure ease of use for clerks on 
election night. 

4. System must provide notification of transmission failure to election inspectors  
5. System must be free of any and all remote access software 
6. System must be configured such that the modem component remains inoperable until 

after the official closing of the polls and printing of one (1) copy of the results tape.  
7. System modems located in polling place tabulating equipment shall not be capable of 

receiving wireless transmissions, only of sending results packets to the central site as 
described above. 

PART III: PROPOSED SECURITY PROCEDURES 
 
Staff recommends that as a condition of purchase, any municipality or county which purchases this 
equipment and uses modem functionality must also agree to the following conditions of approval. 
 

1. Devices which may be incorporated in or attached to components of the system for the 
purpose of transmitting tabulation data to another data processing system, printing 
system, or display device shall not be used for the preparation or printing of an official 
canvass of the vote unless they conform to a data interchange and interface structure 
and protocol which incorporates some form of error checking. 

2. Any jurisdiction using a modeming solution to transfer results from the polling place to 
the central count location may not activate the modem functionality until after the 
polling place closes.  
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3. Both vendor and county must ensure that there is no voting system internet connectivity 
at the central site aside from that which is required to conduct pre-election testing and 
election night results transmission. At all other times, the voting system server must 
remain disconnected from the internet or any devices connected directly or indirectly to 
the internet. 

4. Any municipality using modeming technology must have one set of results printed 
before it attempts to modem any data.  

5. Any municipality purchasing and using modem technology to transfer results from the 
polling location to the central site are encouraged to conduct an audit of the voting 
equipment after the conclusion of the canvass process.  

6. Default passwords provided by the vendor to county/municipality must be changed 
upon receipt of equipment. 

7. Counties must change their passwords after every election.  
Counties must take precautions to prevent unauthorized physical access to servers. 

PART IV: CONDITIONS FOR APPROVAL  
 
Additionally, staff recommends that, as a condition/continuing condition of approval, the vendor shall:  

1. Reimburse actual costs incurred by WEC in examining the system (including travel and 
lodging) pursuant to state processes. 

2. Configure modem component to remain inoperative (incapable of sending 
transmissions) prior to the closing of the polls and the printing of tabulated results.  

3. Vendor must notify WEC promptly should any security vulnerability be discovered. 
4. Both vendor and county must ensure that there is no voting system internet connectivity 

at the central county site aside from that which is required to conduct pre-election 
testing and election night results transmission. At all other times, the voting system 
server must remain in a non-connected, air gapped state. 

 
Part V:  Conditions for continued approval 
 

1. WEC reserves the right to schedule site visits to ensure that system was installed per 
certification standards to include review of: 

a. Internal and external modems 
b. Chain of custody documentation 
c. Hash validation checks 
d. Hardware and software configuration 

2. WEC reserves the right to request election night transmission logs from a random 
selection of counties 
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Appendix F: Wisconsin Voting Equipment Review Panel Feedback 
 
These comments were provided via a structured feedback form and additional comments were provided via 
email. Bullet points are direct quotes from participants but have been grouped by theme by WEC staff. 
 
1. How would you rate the functionality of the equipment?  
 
ICC Avg. rating 3.5/5 

• This piece of equipment has sorting features that would be beneficial for some election officials to be 
able to easily identify certain features of ballots, such as write-ins. This could assist with end-of-night 
reconciliation.  

• It can also be useful for processing absentee ballots as it can more quickly feed and read a stack of 
ballots. 

• Central count machine seems like a good way to sort ballots in modest sized municipalities. 
 
ICP2 Avg. rating: 4/5 

• This seemed to work fine. It does not have the same issues as the ICE as it is not a dual tabulator and 
accessible voting equipment. 

 
ICE Avg. rating: 2.5/5 

• This machine seems to work fine as a tabulator but does not cut it as accessible equipment. 
• People with disabilities should not need to vote on a tabulator. 

 
ICX BMD w/ printer Avg. rating: 4/5 

• This system is much preferred to the ICE accessible equipment. It has an updated and more user-friendly 
interface. 

• Has too many screens/options/keys/cards [to initiate voting session] for poll workers to remember how 
to use them. 

• Features seem secure and allows voter to know if there is an issue with their ballot. 
 
ICX VVPAT Avg. rating: 3.5/5 

• Has too many screens/options/keys/cards [to initiate voting session] for poll workers to remember how 
to use them. 

• There is a concern that with the receipt tape and poll list with voter numbers, which are available public 
records, someone could request both and use them to determine how voters in a ward or community 
voted.  

• Voters have the right to privacy and this system would not be able to guarantee that right.  
• I would not recommend certifying this piece of equipment at this time. 

 
2. How would you rate the accessible features? 
 
ICE w/ auxiliary screen Avg. rating: 1.5/5 
 Process  
 

• The interface of the accessible voting session is clunky and difficult to navigate, even for those who are 
used to navigating with assistive technology. 

• It was a painfully cumbersome process to work through the ballot. There is a high level of repetition 
with each contest, which slows down the voting process significantly. It took me 15 minutes to vote my 
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ballot. Even as someone who is very adept at using tactile equipment and managing a screen reader, and 
who figured out how to skip the third re-reading of ballot selections, it took a long time. I was very 
fatigued after marking the ballot. I can’t imagine someone who may not feel as self-assured as a person 
with vision loss or with dealing with technology having the patience and persistence to get through that 
process. 

• Even with the auxiliary screen, completing a ballot requires poll worker to interrupt line of people 
returning their own ballots. 

• Voting had to pause two times, once for the poll worker to begin the accessible voting session and 
another time for the poll worker to initiate printing on the ballot. 

• I found using the aux screen to be a truly awful process and am deeply concerned that the very people 
who would benefit from accessible equipment will not use it because of how cumbersome and unusable 
it was.  

• It was telling in the presentation by the equipment representatives that they chose to turn certain 
elements on and/or off to speed up the voting process in the demo. The system takes a long time to 
navigate and would take even an experienced voter in excess of 15 minutes to complete marking their 
ballot using this technology. 

 
Privacy and Independence 
 

• The system lacks the ability for the voter to cast their ballot privately and independently. While the 
transition from tabulator to sending the ballot to the auxiliary screen is short (30 seconds), it requires a 
poll worker to make the transition. It is obvious to others in the polling place that the voter is getting 
some sort of assistance as they walk to the tabulator with the poll worker and then walk over to the aux 
screen. After voting the ballot, the voter must call a poll worker over to the aux screen to transfer the 
ballot back to the tabulator, calling attention to themselves once again. The poll worker and the voter 
then travel back to the tabulator where the voter prints their ballot from the ADA marking system. The 
ballot comes out of the tabulator and then has to be reinserted to tabulate. Again, during this process, 
tabulation of ballots from other voters needs to halt. 

• Voters with disabilities are not able to vote privately and independently. 
 
Screen 
 

• The size of the aux screen was very small and hard to see. When I enlarged the font to a readable size 
for me, I could only see a tiny portion of the ballot and had to scroll to access it all. For many people 
with vision loss, tracking is very difficult and is compounded by having the scroll. It’s easy to lose our 
place and I’m concerned that this could lead to ballot marking errors and overall fatigue. 

 
 
ICX BMD w/ printer Avg. rating: 4/5 
 
Process 
 

• If I mismarked my ballot, it was easy to correct it either right after voting the contest or when reviewing 
the completed ballot before printing. 

• It took a little bit for me to wrap my head around inserting a plastic card to bring up the accessible 
voting session, but this made sense after I did it for the first time. Potentially when training voters to use 
the equipment, offering some language about how to insert the card, making parallels to inserting a 
credit card, could be helpful. 
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• I like the ICX BMD the most, best features for people with disabilities. 
• Interestingly, I sequenced my testing with doing the [ICE with the] aux screen first and then the new 

touch screen. It was a night and day contrast. Where it took me at least 15 minutes to vote my ballot on 
the aux screen, it took me half of that time to vote on the equipment that was brought for certification. 

 
Privacy and Independence 
 

• If given the card when checking in, the voting process can be done privately and independently 
throughout, which is key! 

• I loved that it printed a ballot that is equivalent to a ballot marked by a pen. This preserve ballot 
anonymity.  

• It varies the markings on the ballot to more closely mirror how people mark their ballots. Adds an 
additional layer of privacy for voters using this equipment to mark their ballot. 

• Consideration of placement of the screen in the voting area will be very important, since it is so large. 
• The system also separates the ballot marking features and tabulation of ballots, so it does not have the 

same issues that the ICE equipment has. 
• There was discussion from presenter that things are easier with a “helper” for someone with a disability. 

Voting should be made to be independent/accessible. 
• I am very comfortable recommending this equipment for certification. If certified, I would highly 

recommend that counties using ICE equipment add this marking device as soon as possible to ensure the 
voter has a truly private and independent voting experience. 

 
Screen 
 

• As someone with a bit of functional vision, I found the screen to be accessible because of my ability to 
adjust font size and contrast. The screen did not seem to pick up a lot of glare. It was at a good angle for 
interacting. 

• When I switched modes to the audio/visual, which didn’t require the ballot marking device, but required 
using the touch screen, I found this easy to use as well. I could see voters liking this option if they aren’t 
comfortable using a tactile device but would rather use the touch screen. They would still have the 
benefit of the audio as support with the visual. 

 
 Audio 
 

• The speech was clearly understood. 
• When using the audio interface, the instructions on how to use the device were very clear. I also liked 

that I could jump to the instructions easily if I needed to review. 
 
 Keypad 
 

• The handheld ballot marking device [keypad] was intuitive, but also clearly marked with tactile features 
and braille. The bright color coding was also helpful. Because the buttons were large, they would be 
easy to find with less sensitivity in one’s fingers. The shape of the device made for ease in holding it, 
especially when voting a long ballot. 

 
 
 
ICX VVPAT Avg. rating: 2.5/5 
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• This system functions similarly to the ICX BMD so the accessibility features to make your selections are 
quite good.  

• However, the system does not print a regular ballot, instead it prints a teeny tiny receipt like record of 
the person's votes.  

• The font is so small it would be very difficult for someone to read and review their selections. 
• The audio voting feature was quiet and too fast. At regular speed it takes forever. 

 
3. Rate your overall impression of the system. 
 
ICC Avg. rating 3.5/5 
 
ICP2 Avg. rating: 4/5 
 
ICE Avg. rating: 2/5 
 
ICX BMD Avg. rating: 4/5 
 
ICX VVPAT Avg. rating: 3/5 
 
 


